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SMSTorrent vision
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Problem
SMS/SCCM

The current versions of Microsoft System Management Server (SMS) 2003 and Microsoft
Configuration Manager (SCCM) 2007 used for software distribution are a client-server
infrastructure. That The client refers to software packages is a "central" server. With SCCM2007
Microsoft introduced an additional function, a software distribution server can be defined
(Branch Distribution Point) for the Windows client. The SMS client must always run, and can
therefore be viewed as a server. In addition, it is subject to the limitations of Windows XP /
Vista, which for e.g. have the limited number of connections to other clients. Small sites should
therefore needs their own server (SMS distribution point), so that the software packages do not
have to go across a slow WAN link.
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General

The problem with data exchange over slow links on the Internet is ubiquitous. For this reason,
so-called Peer2Peer file sharing protocols developed. In a peer-to-peer computer network all are
equal and can download data. BitTorrent is just as a file-sharing protocol, in which clients
receive data and also to share it.
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Quote from Wikipedia: http://en.wikipedia.org/wiki/BitTorrent:

A BitTorrent client is any program that implements the BitTorrent protocol. Each client is
capable of preparing, requesting, and transmitting any type of computer file over a network,
using the protocol. A peer is any computer running an instance of a client.

To share a file or group of files, a peer first creates a "torrent." This small file contains
metadata about the files to be shared and about the tracker, the computer that coordinates
the file distribution. Peers that want to download the file first obtain a torrent file for it, and
connect to the specified tracker, which tells them from which other peers to download the
pieces of the file.

Though both ultimately transfer files over a network, a BitTorrent download differs from a
classic full-file HTTP request in several fundamental ways:

BitTorrent makes many small P2P requests over different TCP sockets, while web-
browsers typically make a single HTTP GET request over a single TCP socket.

2l approach that ensures high
availability, while HTTP downloads in a sequential manner.

BitTorrent downloads in a random or in a "rarest-first

Taken together, these differences allow BitTorrent to achieve much lower cost, much higher
redundancy, and much greater resistance to abuse or to "flash crowds" than a regular HTTP
server. However, this protection comes at a cost: downloads can take time to rise to full
speed because it may take time for enough peer connections to be established, and it takes
time for a node to receive sufficient data to become an effective uploader. As such, a typical
BitTorrent download will gradually rise to very high speeds, and then slowly fall back down
toward the end of the download. This contrasts with an HTTP server that, while more
vulnerable to overload and abuse, rises to full speed very quickly and maintains this speed

throughout.



http://en.wikipedia.org/wiki/BitTorrent
http://en.wikipedia.org/wiki/Computer_file
http://en.wikipedia.org/wiki/Metadata
http://en.wikipedia.org/wiki/BitTorrent_tracker
http://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://en.wikipedia.org/wiki/Transmission_Control_Protocol
http://en.wikipedia.org/wiki/BitTorrent_%28protocol%29#_note-Rarest_First_and_Choke_Algorithms_Are_Enough#_note-Rarest_First_and_Choke_Algorithms_Are_Enough
http://en.wikipedia.org/wiki/Flash_Crowd
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Thus, a BitTorrent network will be presented as follows:

Vision

The Vision behind SMSTorrent is to extend SMS/SCCM with the functionality of distributing

packages by using the BitTorrent Peer2Peer technology. This can reduce the requirement of

having a Distribution Point in each branch office, because eachcliey it A f f 06S5S02YS | a5t ¢

SMS still triggers the download and installation of software packages. The tracker verifies that
the package was not modified and prevents the distribution if the tracker is not reachable
(outside of the corporate network).
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IS/SCCM Server

This structure prevents the exchange of data with clients via Peer2Peer SMS from other sites.

Tracker

Central SMS Server
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Implementation

BitTorrent Technology
BitTorrent is a popular file-sharing protocol for a number of client solutions.

Mono Torrent

Mono Torrent (also known as BitSharp <http://www.mono-project.com/BitSharp>) is a
BitTorrent Function Library for the Microsoft .NET Framework and Mono (which is the open-
source implementation of Microsoft .NET Framework). It provides the basic elements for a

tracker, client and Torrent Creator (for the creation of. torrent files).
Mono Torrent is copyright by "Gregory Burger and Alan McGovern" and licensed by the MIT/X11
license (see: <http://en.wikipedia.org/wiki/MIT License>). The MIT/X11 license is compatible

with the GNU GPL license <http://www.gnu.org/licenses/gpl.html>, which is the license for
SMSTorrent.

Whenever possible, the original MonoTorrent Source will be used from SMSTorrent (Source
code: <http://anonsvn.mono-project.com/viewcvs/trunk/bitsharp>).

SMS / SCCM integration
The following services are part of SMSTorrent:

Torrent Creator Command Line Tool to create torrents (e.g. from an existing SMS
distribution point).

Tracker Service

torrent repository Web Page (Allows the P2PWrapper missing. Torrent files to
download)

P2PClient Service (Service, which is available on all P2P client to be installed)
P2PWrapper.exe (interface of SMS to SMS client P2P client)

The tracker and the client service are working independent of SMS / SCCM. Only the
P2PWrapper connects the P2PClient service with SMS.

The P2PWrapper must be in the SMS program before the actual command to be set (e.g.
"msiexec.exe /i office.msi" becomes "P2PWrapper.exe msiexec.exe /i office.msi"). In SMS
Advertisement can then be defined, whether the download known as HTTP/BITS from the server
is started, or about the "Run from distribution point", which the new download via Peer2Peer
initialized. For example Possible that clients with local SMS DP package via BITS download and
then via Peer2Peer to remote clients can offer. "Branch" Clients always the download via P2P.


http://www.mono-project.com/BitSharp
http://en.wikipedia.org/wiki/MIT_License
http://www.gnu.org/licenses/gpl.html
http://anonsvn.mono-project.com/viewcvs/trunk/bitsharp
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P2PWrapper Workflow
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Important: If the Advertisement on the client, and the package is not available or incomplete,
the P2PWrapper ended with a "retry" exit code. The SMS service will start all 10min. (Default),
and examines whether the package is complete. It should be noted also that only party packages
(seeded), with the P2PWrapper started.
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Cleanup package
SMSTorrent does store the packages outside of the sms cache directory to prevent execution
conflicts. SMSTorrent will seed packages as long as they are advertised but at least 3 days.



