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In tro duction

This do cumen t pro vides a guideline for those, either dev elop ers or users, who

w an t to deal with the Aglets mobile agen t platform.

Originally dev elop ed at the IBM T oky o Researc h Lab oratory , Aglets w as

appreciated for its clear and easy to use API, go o d mo dularit y and design.

Since the initial e�ort of IBM, sev eral v ersions of Aglets ha v e b een released,

un til the pro ject b ecome o�cially op en source and hosted at SourceF orge.

This w as the time when the release 2 b ecome the o�cial release (releases

1.x w ere on c harge of IBM). In 2004, when the latest release w as 2.0.2, the

pro ject administrator c hanged, and new commits w ere done on the CVS

to w ards the 2.1 release, that is still not a v ailable as an installable pac k age.

Since a while there w as not o�cial do cumen tation ab out the Aglets Soft-

w are Dev elopmen t Kit, and this is the main reason wh y this do cumen t has

b een created. Moreo v er, it m ust b e to ok in to accoun t that due to the �rst

dev elopmen t of the IBM lab oratories, there is on the In ternet a bit of con-

fusion ab out the platform v ersions and do cumen tation. This man ual w an ts

to substitute and concen trate most of the do cumen tation, b eing �the en try

p oin t� for ev ery one who w an ts to start using Aglets. Of course, as the plat-

form itself, this man ual is alw a ys under construction, th us y ou should c hec k

p erio dically for new er v ersions.

Since describing Aglets is not a trivial task, due to its complexit y , this

do cumen t starts lo oking at what really lac ks in the a v ailable do cumen tation:

ho w to install the serv er, ho w to write sample (and simple) aglets, ho w

to manage serv er con�guration etc. W e hop e this man ual will, one da y ,

substitute all other do cumen ts a v ailable. It has not y et reac hed that lev el, in

fact y ou will not �nd here information ab out concepts lik e pro xies, messages,

etc. This means that, b efore y ou start dev eloping agen ts, y ou ha v e to consult

the Aglets W orking Draft (left un�nished) at

http://www.research.ibm.com/trl/aglets/spec10.htm

just to learn basic concepts ab out activ ation/deactiv ation, message passing,

etc. It is exp ected that this man ual will include all the relev an t Aglets

information/do cumen tation, including and uptating the concepts explained

in the Aglets W orking Draft referred to ab o v e.
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On-line Resources

There are not a lot of do cumen tation and examples a v ailable on-line, and

furthermore they are often quite old. It is for this reason that comes this

man ual. Ho w ev er, if y ou need further help, y ou should tak e a lo ok at the

Aglets w eb site: http://aglets.sour c efor ge.net . There y ou can �nd informa-

tion and do cumen tation ab out the Aglets pro ject, and of course ab out the

Aglets mailing lists. So far, Aglets pro vides four mailing lists:

� aglets-users :

around usage of the ASDK (installing and running the serv er, dev el-

oping aglets);

� aglets-dev elop ers :

around dev elopmen t of the ASDK (prop osing new features, co ordinat-

ing the launc h of new releases);

� aglets-commit :

informs ab out the CVS commits and new a v ailable releases;

� agletsnet-users depr e c ate d :

a mailing list related to the aglets-net pro ject, a collection of Aglets-

based applications.

A ctually , mailing lists are the fastest and easiest w a y to get help ab out

Aglets.

Ab out this do cumen t

The �rst v ersion of this do cumen t has b een written b y Luca F errari using

L

A

T

E

X. Raimondas Berniunas impro v ed the �rst v ersion correcting some

mistak es. Thomas Herlea also help ed with the man ual and re-organized the

CVS structure of b oth do cumen tation and source co de. F ernando G. Tinetti

helps impro ving the man ual since No v 2008.

This do cumen t is under the Aglets CVS rep ository , and the latest v ersion

of the do cumen t can b e obtained via anon ymous c hec k out as follo ws:

export CVSROOT=:pserver :a gl ets .c vs .so ur cef or ge .ne t: /c vsr oo t/ agl et s

cvs co docs

The do cumen t will b e in the docs sub directory and is named manual.tex ; in

order to build a dvi v ersion y ou ha v e to run L

A

T

E

Xt wice, and then optionally

to run a dvi-p ostscript con v erter as follo ws:

latex manual.tex

latex manual.tex

dvi2ps manual.dvi manual.ps
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P eople who w an t to collab orate on this do cumen t (�xing mistak es, adding

images or co de samples, etc.) can con tact c at4hir e@users.sour c efor ge.net or

can p ost a message to the aglets-develop ers mailing list.
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Chapter 1

Mobile Agen ts: In tro duction

and Concepts

Agen ts are autonomous and so cial en tities used to dev elop complex appli-

cations. The idea b ehind the concept of �agen t� is the one of an activ e

and autonomous mo dule that can w ork co op erating and/or comp eting with

other mo dules/agen ts and the sorrounding en vironmen t. In other w ords, an

agen t is a piece of executable co de that, during its life, executes one or more

task co ordinating with other en tities (e.g., other agen ts and the surrounding

en vironmen t). Therefore, at �rst lo ok, agen ts could b e though t as a set of

pro cesses, eac h running alone; ho w ev er, agen ts ha v e some prop erties di�er-

en t from a �simple� pro cess. In particular agen ts are so cial , that means they

are prone to comm unicate with other agen ts (e.g., b y mean of messages).

Of course, ev en pro cesses can co op erate eac h other, but the idea is that

comm unication among agen ts is simpler and more natural.

Agen ts cannot liv e b y theirselv es, but m ust rely on a sp eci�c en viron-

men t, called A gent Platform (AP) that is in c harge of pro viding agen ts a

set of resources and of con trolling the agen ts life cycle. The Agen t Platform

acts therefore as a framew ork, where agen ts are the comp onen t that can b e

installed and run on top of it. Thanks to this arc hitecture, agen ts result

smaller and ligh ter if compared to normal pro cesses. The Agen t Platform

con trols the agen t lifecycle, deciding when an agen t m ust b e started and

stopp ed (these usually dep ends on a user request), m ust b e destro y ed, mes-

sages m ust b e deliv ered to, and so on. Moreo v er an Agen t Platform is in

c harge of k eeping the state of eac h agen t, as w ell as pro viding an unique w a y

to iden tify eac h agen t. Of course, the AP pro vides a set of to ols to allo w

users and dev elop ers to deal with all the platform capabilities. Last but not

least, the Agen t Platform usually represen ts a �fron t-end� for agen ts that

w an t to gain host resources (e.g., �les); this means that generally sp eaking

the Agen t Platform con trols the resources accessed b y agen ts.
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1.1 Mobile Agen ts

A sp ecial kind of agen ts are those called mobile , a t yp e of agen ts that can

mo v e sp oun tanously b et w een t w o or more di�eren t Agen t Platforms. Mo-

bilit y is a v ery imp ortan t feature, since enhance agen ts allo wing them to

migrate across the hosts of a net w ork. Thanks to mobilit y , the agen t (i.e.,

the running pro cess) can mo v e to w ards the data instead of migrating the

data near to the pro cess or requesting remotely the data. Since agen ts are

often smaller than the data they are going to w ork on, mobilit y can lead

to a bandwidth sa ving. There are other situations where mobilit y is funda-

men tal: for instance agen ts can migrate from a corrupted or halting host to

another one in order to con tin ue their computations, th us surviving to host

problems.

In order to supp ort mobilit y , the Agen t Platform m ust pro vide a set of

dedicated services in order to supp ort the migration in b oth directions (in

and out the platform), as w ell as remote messaging b et w een lo cal agen ts

and migrated (i.e., remote) ones. A platform that supp orts mobile agen ts is

called Mobile A gent Platform (MAP).

Aglets is a Mobile Agen t Platform , and an installation is usually

comp osed of the follo wing indip enden t parts:

� A glet Mobile A gent Platform (Aglets MAP): is the core platform, able

to manage mobile agen ts.

� T ahiti : is the main serv er in c harge of managing the mobilit y of agen ts.

It comes with a Graphical User In terface (GUI) that helps administra-

tors taking care of running agen ts.

� A glets Softwar e Development Kit (Aglets SDK - ASDK): is a library

that pro vides dev elop ers all the facilities required to write mobile agen ts

complian t to the Aglets MAP .

If y ou w an t to host agen ts on y our mac hine, y ou need to run the MAP ,

that acts as a daemon w aiting for new agen ts to b e created. Agen ts can b e

created lo cally or can b e receiv ed from a remote MAP; in the latter case

there is not a real �agen t creation�, since the agen t already exists somewhere

(in the remote MAP) and is just transferred to the lo cal MAP .

If y ou are in terested in the dev elopmen t of mobile agen ts, y ou need only

the ASDK, ev en if it is strongly suggested y ou install also the MAP in order

to test y our agen ts.

1.1.1 Strong Mobilit y vs. W eak Mobilit y

There are t w o main kinds of mobilit y to tak e in to accoun t: str ong and we ak .

The latter is the simple one, and requires that only executable co de mi-

grates, without an y particular information ab out the execution of the co de
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itself. This means that it is lik e y ou send a program (e.g., an agen t) to a

remote host, so that suc h agen t is r e-starte d from the b eginning. Strong mo-

bilit y , instead, requires that also the information ab out the execution state

is migrated along with the co de. Ha ving suc h information, it is p ossible to

con tin ue (not re-start) the pro cess on the remote destination exactly from

the same execution p oin t.

T o b etter understand the ab o v e concepts, consider the follo wing simple

meta-co de example:

for( int i = 0; i < 10; i++){

migrate( remoteHosts[i] );

}

While the ab o v e co de is running, the program (or the agen t) executes

the for cycle, and at the v ery �rst step a migration is required. Once on the

remote destination, if the mobilit y adopted is strong, the co de will con tin ue

within the for lo op, so executing the second step migration. In the case of

w eak mobilit y , instead, the program will start from an entry-p oint de�ned

within the co de, for instance a standard metho d, and will probably re-execute

the same cycle o v er and o v er.

Aglets supp orts only the w eak mobilit y , and this is not a prop er limitation

of the MAP implemen tation, rather a limitation of the Ja v a arc hitecture. In

fact, almost all the Ja v a MAP supp ort only the w eak mobilit y . The reason

b ehind this is that there is no supp ort in Ja v a to get enough information

ab out the execution �o w (i.e., stac k trace, program coun ter, registers, and

so on), so there is no w a y to restore a computation from the same p oin t after

a serialization. As a pro of of this, the Thread class itself is not serializable,

and so cannot b e transmitted o v er the net w ork.

In order to partially o v ertak e the ab o v e limitation, Aglets ensures that an

agen t will k eep its Ja v a state (i.e., the v alues of its inner v ariables) among

migrations (at least if the Ja v a state is serializable). Moreo v er, when the

agen t is going to b e executed on the remote mac hine, the execution will

start from a w ell de�ned en try p oin t (a metho d), and no re-initialization will

happ en (in order to not o v erride the curren t agen t state).

1.2 Agen ts and Pro xies

In the Aglets MAP an agen t is simply an ob ject, that is the instance of a

class, on whic h a thread executes on. This approac h is v ery similar to the

one of the applets or servlets : an agen t is simply a comp onen t on whic h a

thread p erforms some metho ds in order to mak e it activ e.

The Aglets SDK pro vides the base class for making agen ts, that is the

Aglet class, that m ust b e extendend in order to pro vide a sp eci�c agen t
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b eha viour. Ov erriding metho ds of the base class and de�ning di�eren t b e-

ha viours when ev en ts and messages come, the sub class de�nes the b eha viour

the agen t will ha v e. Please note that, as opp osite to standard Ja v a ob ject

managemen t, an agen t creation is managed b y the platform, so there is not

need explicitly call a constructor; similarly the finalize metho d call will b e

managed b y the platform itself.

An agen t should not mak e an y assumption on the thread that is as-

signed to it, since the platform, for e�cien t y reasons, could p o ol threads

and dynamically assign them to the execution of an agen t's metho d. This

also means that on the same agen t could run, at di�eren t times, di�eren t

threads. Ho w ev er, the platform ensures that only one thread at a sp eci�c

momen t will b e activ e on an agen t, so there is no need for sync hronization.

Agen ts cannot directly reference other agen ts, so it is not p ossible for

an agen t to handle a �p oin ter� to another agen t. This is done for securit y

reasons: ha ving a �p oin ter� to another agen t allo ws a malicious agen t to

p erform metho d calls on the referencee and, therefore, to induct sp eci�c

b eha viours that are not under the con trol of the platform. Ho w ev er, as stated

b efore, agen ts are so cial en tities, and th us they m ust b e able to comm unicate

eac h other. In order to allo w agen ts comm unicating, k eeping a go o d lev el of

securit y , the Aglets platform exploits the pr oxy pattern. A pro xy is an ob ject

that masquerades another ob ject (its o wner) and that forw arders metho d

calls to its o wner. So, in the Aglets platform, agen ts are hidden b y pro xies,

and other agen ts can send messages or p erform metho d calls against the

pro xy , ha ving the pro xy to forw ard suc h metho d calls on the o wner agen t.

A dv an tages of this tec hnique are that the agen t are alw a ys protected, b eing

in visible, and that the system can create and manage a lot of pro xies for the

same agen t without breaking the agen t protection. Moreo v er, the disp osing

of a pro xy do es not causes the disp osing of the agen t it is masquerading. In

fact, the Aglets MAP is the only one comp onen t that k eeps a reference to

agen ts, a v oiding th us that the Ja v a garbage collector collects agen ts if other

agen ts are not comm unicating (i.e., handling an y kind of refence) to them.

Summarizing, it is imp ortan t to note that agen ts are created and managed

b y the MAP , while pro xies represen ts �handles� to other agen ts, thanks to

whic h agen ts can comm unicate eac h other.

9



Chapter 2

Installation

This c hapter describ es ho w to install and run for the �rst time the Aglets

2 platform. Please consider that Aglets 2 is shipp ed with b oth the ASDK

(Aglets Soft w are Dev elopmen t Kit) and the run-time en vironmen t. The for-

mer is the Aglets library , that allo ws dev elop ers to compile Aglets-based

applications; the latter is a set of pre-built agen ts and programs used to

implemen t a stand-alone platform, thanks to whic h y ou can execute and

dispatc h agen ts on y our mac hine.

T o run the Aglets platform y ou need at least a Ja v a 2 Run-time En vi-

ronmen t (JRE), ev en if it is recommended to install the full Ja v a 2 Source

Dev elopmen t Kit (J2SDK), whic h allo ws y ou to compile agen ts. This c hapter

do es not co v er ho w to get and install the JRE or the J2SDK; for informa-

tion ab out Ja v a see the SUN w eb site: http://java.sun.c om . Aglets can b e

installed on a Unix/Lin ux system, Microsoft Windo ws and Mac OS X. More

generally , eac h arc hitecture able to run the Ja v a 2 platform is a p ossible

target on whic h install Aglets.

The follo wing paragraphs sho w ho w to install Aglets from the three a v ail-

able forms: binaries, CVS, sources. In the follo wing, the installation under

Unix will b e sho wn, ev en if the steps are the same for all other supp orted

platforms. It is assumed that y ou ha v e all required Ja v a commands in y our

P A TH, th us they can b e executed starting from their short name. Please

read the section on binaries whic hev er form y ou c ho ose to install, since it

is the more detailed one and describ es the directory structure, execution of

common commands and so on, whic h are also used in the other t w o sections.

2.1 Installing binaries

This is the recommended w a y , since compiled pac k ages con tain stable v er-

sions of the platform and of the library (ASDK). If y ou are not a dev elop er,

y ou should install Aglets starting from compiled pac k ages. Both the li-

brary and the platform are shipp ed within a single �le, a jar arc hiv e (Ja v a
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ARc hiv e), with a name that re�ects the v ersion of Aglets it con tains. In the

follo wing w e will refer to the v ersion 2.0.2 of Aglets (the latest stable at the

momen t of writing), whose arc hiv e �le is:

aglets-2.0.2.jar

The follo wing steps detail ho w to install Aglets starting from the ab o v e

arc hiv e.

1. Decompress the arc hiv e:

Since Aglets comes as compressed arc hiv e, y ou need �rst to extract

the �les from it. The �les are not group ed in to a single folder in the

arc hiv e, th us it is b etter to create a con tainer directory for y our aglet

installation (for example /java/aglets ). Cop y the arc hiv e �le in to it,

c hange directory to it and execute the jar command lik e this:

jar xvf aglets-2.0.2.jar

During the decompression y ou will see a few of lines scrolling on the

screen, indicating what is b eing extracted:

luca@linux:/java/aglets> jar xvf aglets-2.0.2.jar

created: META-INF/

extracted: META-INF/MANIFEST.MF

created: bin/

extracted: bin/agletsd.bat.in

extracted: bin/agletsd.in

extracted: bin/ant

extracted: bin/ant.bat

extracted: bin/build.xml

extracted: bin/daemoncontrol.bat.in

extracted: bin/daemoncontrol.in

extracted: bin/lcp.bat

created: cnf/

extracted: cnf/aglets.props

extracted: cnf/agletslog.xml

extracted: INSTALL.html

created: lib/

extracted: lib/jaxp.jar

extracted: lib/tahiti.properties

extracted: lib/log4j.jar

extracted: lib/parser.jar

extracted: lib/aglets-2.0.2.jar

extracted: lib/ant.jar

extracted: lib/crimson.jar

...
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Once y ou ha v e extracted the arc hiv e, y ou should see a set of sub direc-

tories as follo ws:

� bin con tains executable programs for the Aglets 2 platform, suc h

as the daemon in c harge of receiving incoming agen ts. F urther-

more it con tains �les required b y further installation steps;

� cnf con tains con�guration �les for the Aglets platform;

� public con tains a few examples of agen ts, and should b e y our ro ot

directory as base of y our o wn agen ts;

� lib con tains the Aglets 2 library (as a jar arc hiv e) and other li-

braries required b y the Aglets tec hnology .

2. Install the platform:

T o install the platform y ou need to run Apac he An t, a to ol expressely

made to compile and install Ja v a applications. Aglets 2 is shipp ed with

a v ersion of An t that is suitable to install the platform, nev ertheless

it is p ossible to use another v ersion of An t (a v ersion greater than

1.5 is recommended). Chec k the An t pro ject w eb site at the Apac he

F oundation site http://www.ap ache.or g to get more information ab out

An t.

T o install Aglets with the shipp ed An t, y ou need �rst to en ter the bin

directory , where the An t build�le build.xml is presen t, and then run

ant lik e this:

luca@linux:/java/aglets> cd bin/

luca@linux:/java/aglets/bin> chmod 755 ant

luca@linux:/java/aglets/bin> ./ant

Buildfile: build.xml

...

BUILD SUCCESSFUL

Total time: 8 seconds

During the library build/installation y ou will see messages coming from

the Aglets main tainer ab out the curren t v ersion; please read them since

they migh t con tain information not y et rep orted in this man ual.

3. Set up p olicy:

Lik e other Ja v a applications, the Aglets serv er requires en tries in the

Ja v a p olicy �le (usually

�

/.java.policy ) to op en so c k ets, execute a-

gen ts, access lo cal �les and so on. Y ou can cop y en tries directly

from the �le bin/.java.policy (of the Aglets installation) in y our

�

/.java.policy or y ou can ask An t to do it for y ou. This is the rec-

ommended w a y , since it can c hange dep ending on administrators wills
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and since is a more transparen t and standard w a y . F urthermore, An t

will install a base k eystore for y ou. Aglets requires a k eystore in or-

der to con tain k eys for secure agen t migrations; usually the k eystore is

con tained in the

�

/.keystore �le.

T o install b oth the p olicy en tries and the k eystore in y our home direc-

tory , launc h ant sp ecifying the install-home option:

luca@linux:/java/aglets/bin> ant install-home

Buildfile: build.xml

install-home:

[echo] Copying .java.policy file...

[copy] Copying 1 file to /home/luca

[echo] Copying .keystore file...

[copy] Copying 1 file to /home/luca

BUILD SUCCESSFUL

Total time: 1 second

Securit y note:

Please consider that b oth the p olicy en tries and the k eystore �le are

mean t to allo w Aglet users to quic kly and easily start using the plat-

form; y ou should strengthen the securit y b efore running the Aglets

platform in a pro duction en vironmen t.

4. Set up en vironmen t v ariables:

In order to get the Aglets platform running, y ou should set the fol-

lo wing en vironmen t v ariables to the installation directory of Aglets:

AGLETS_HOME and AGLETS_PATH . F urthermore, to run the Aglets plat-

form in a more comfortable w a y , add the bin directory of the Aglets

installation to y our PATH . If y ou are running a Unix-Lin ux system with

Bash, y ou can do the follo wing:

export AGLETS_HOME=/java/aglets

export AGLETS_PATH=$AGLETS_HOME

export PATH=$PATH:$AGLETS_HOME/bin

while in a Microsoft Windo ws system y ou can do:

set AGLETS_HOME=c:\java\aglets

set AGLETS_PATH=%AGLETS_HOME%

set PATH=%PATH%;%AGLETS_HOME%\bin

or y ou can con�gure en vironmen t v ariables from the con trol panel.
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5. Run the Aglets serv er:

Once y ou ha v e installed the Aglets platform and the k eystore, y ou

can run the default Aglets serv er, whic h is called T ahiti. T ahiti can b e

executed through the command agletsd , that starts the Aglets serv er.

If authen tication do es not matter, it's w orth launc hing the serv er with

the prop erties �le supplied with the binaries:

luca@linux:/java /ag le ts /bi n> agletsd -f ../cnf/aglets.pr ops

Without the prop erties �le T ahiti will ask the user to authen ticate

at ev ery startup and serv er reb o ot (see �gure 2.1). If the user has

installed the default k eystore the username can b e either anonymous

Figure 2.1: T ahiti login windo w.

or aglet_key and the passw ord is aglets . If a k eystore with custom k eys

is used, the user name is the alias of a k ey and the passw ord is the

passw ord of the k eystore. Once the user has logged in, the T ahiti main

windo w is displa y ed (see �gure 2.2). Within this windo w the user can

Figure 2.2: T ahiti main windo w.

manage the serv er, create, and disp ose agen ts, get serv er information

and so on.
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Do not w orry to o m uc h if, at start time, the agletsd command sho ws

a few w arnings lik e the follo wing:

AgletRuntime is requested to get unknown user's certificate

Signature of shared secret is incorrect.

secret is null.

[Warning: The hostname seems not having domain name.

Please try -resolve option to resolve the

fully qualified hostname

or use -domain option to

manually specify the domain name.]

These are w arnings related to y our net w ork connection, and y ou will

see ho w to �x them in further c hapters.

Please note that the T ahiti main windo w giv es information ab out the

serv er; it su�ces to lo ok at the main windo w title to kno w whic h p ort

the serv er is listening on (b y default 4434) and within who is running

(the username).

T o stop the serv er, simply clic k on either the close button in the windo w

title bar (usually an 'x') or select Exit from the A glet men u. In b oth

cases, T ahiti will ask y ou for a con�rmation (see �gure 2.3); clic king

on 'OK' will sh utdo wn the Aglets serv er (killing all running agen ts and

Figure 2.3: Con�rmation required for serv er sh utdo wn

freeing resources), 'Cancel' will lea v e T ahiti running and 'Reb o ot' will

force a serv er restart.

2.2 Installing from CVS

Y ou can install the Aglets platform from the CVS rep ository . The

follo wing are the required steps:

(a) Create the directory for the rep ository:

Y ou need to create a directory pla ying as a con tainer for the

CVS rep ository . In this directory y ou will do wnload a cop y of

all sources curren tly in the CVS rep ository .
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(b) Log in to the CVS serv er:

T o log in to the CVS serv er do the follo wing:

luca@linux:/java/aglets/bin> cvs

-d:pserver:anonymous@cvs.sf.net:/cvsroot/aglets

login

The serv er will resp ond with

Logging in to

:pserver:anonymous@cvs.sf.net:2401/cvsroot/aglets

CVS password:

No passw ord is required for anon ymous access, so simply lea v e it

blank. After the login, the command prompt of y our shell will b e

sho wn again. No w y ou are logged in the CVS serv er, and y ou can

do wnload the source tree.

(c) Do wnload the source tree:

Y ou need to do wnload from the aglets mo dule, th us do:

luca@linux:/java/aglets/bin> cvs

-d:pserver:anonymous@cvs.sf.net:/cvsroot/aglets

checkout aglets

The system will do wnload (or up date if y ou ha v e already a v ersion

of the CVS rep ository) eac h source �le in the on-line rep ository ,

placing �les in to a sub directory with the same name of the mo dule

(in this case aglets ). After that y ou can logout doing:

luca@linux:/java/aglets/bin> cvs

-d:pserver:anonymous@cvs.sf.net:/cvsroot/aglets

logout

(d) Compile the do wnloaded source tree:

The source tree y ou ha v e do wnloaded m ust b e compiled in or-

der to build the Aglets library and platform. En ter in the sr c

sub directory and run An t there, y ou will see the compilation of

all sources. A t the end of the compilation, the library and the

platform will b e installed in the mo dule directory (i.e., the paren t

directory of the sr c one).

2.3 Compile from the source

The compilation of the source tree can b e done easily through

An t, as already describ ed in the previous sections. Once y ou ha v e

do wnloaded the source tree (either from HTTP or CVS), compile

the whole tree en tering in the tree directory (the one that con tains
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a �le called build.xml ) and running ant , as already describ ed in

this c hapter.
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Chapter 3

Using the T ahiti serv er

This c hapter describ es ho w to use the T ahiti serv er, that is the default serv er

for the Aglets platform, in order to manage agen ts on y our system.

3.1 T ahiti GUI

This section co v ers the use of the T ahiti GUI (Graphical User In terface),

that is used as default user in terface to the user when y ou launc h the agletsd

command (see �gure 2.2). T ahiti presen ts a main windo w, with a men u

bar, a list of running agen ts, and to olbar. The main area of the windo w

is co v ered b y the running agen t list (�agen t list� henceforth), whic h giv es

information ab out agen ts. Most op erations are aglet-dep enden t, that means

act on a sp eci�c agen t. T o sp ecify to the serv er whic h aglet y ou are referring

to, y ou ha v e to select the agen t from the agen t list clic king on its ro w with

the mouse; the ro w will b ecome highligh ted to notify that y ou are w orking

on that agen t.

F ollo wing sections co v er ho w to use T ahiti in b oth GUI and command

line mo de.

3.1.1 The A glet men u

En tries of the Aglet men u are displa y ed also in the to olbar as buttons. This

men u allo ws administrator to handle the agen t life cycle: creating/disp osing,

dispatc hing/retracting, etc. (see �gure 3.1). Please consider that a lot of

en tries of this men u act on sp eci�c agen t instances, so y ou need to select an

agen t in the T ahiti agen t list b efore y ou can w ork on it. Eac h en try of the

men u is detailed in the follo wing.

� Create

Allo ws administrators to create new agen t instances. Once selected, a

dialog windo w will app ear, requesting to insert the agen t class name

18



Figure 3.1: The Aglet men u.

(fully quali�ed, with the name of the pac k age), the URL and other

options (see �gure 3.2).

In the creation dialog windo w y ou ha v e to sp ecify the class name of the

aglet y ou w an t to create. This can b e sp eci�ed either man ually writing

the class name (with its pac k age) in the A glet name �eld or selecting

an existing class from the list of kno wn agen ts. Once y ou ha v e inserted

the aglet name, y ou can clic k on the Cr e ate button to create the new

agen t (a new ro w will app ear in the T ahiti main windo w, sp ecifying

the agen t name and other information ab out it). The A dd to list and

R emove fr om list buttons allo w users to insert and remo v e new agen t

names in the kno wn agen t list. The R elo ad class and cr e ate button

forces an instan tation of the agen t class without using the class loaders

cac he. This can b e useful if y ou ha v e mo di�ed the agen t class and ha v e

already loaded it.

The Sour c e URL �eld can b e useful to load agen t whic h classes are

not in the aglet ro ot (usually public ). Y ou can sp ecify the lo cation

starting from whic h the class name should b e found, th us the agen t

name results fully quali�ed b y the URL and the class name.

� Dialog

Sends a message of the kind dialo g to the selected agen t. This can

b e useful to displa y user windo ws on request. F or example, the aglet

HelloAglet sho ws a dialog windo w only if the Dialo g option (i.e., a

�dialog� message) is activ ated, as sho wn in the follo wing co de:

public void dialog(Message msg) {

// check and create a dialog box
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Figure 3.2: Agen t creation dialog windo w.

if (my_dialog == null) {

my_dialog = new MyDialog(this);

my_dialog.pack();

my_dialog.setSize(my_dialog.getP refe rredS ize() );

}

// show the dialog box

my_dialog.setVisible(true);

}

public boolean handleMessage(Message msg) {

if (msg.sameKind("atHome")) {

atHome(msg);

} else if (msg.sameKind("startTrip")) {

startTrip(msg);

} else if (msg.sameKind("sayHello")) {

sayHello(msg);

} else if (msg.sameKind("dialog")) {

dialog(msg);

} else {

return false;

}

return true;

}

� Disp ose

The Disp ose en try allo w administrators to kill a running agen t. Once

y ou ha v e selected an agen t in the T ahiti agen t list, and ha v e clic k ed

20



the Disp ose button (or ha v e selected the en try from the men u), T ahiti

will ask y ou a con�rmation b efore it pro ceeds (see �gure 3.3). If y ou

Figure 3.3: Con�rmation required to disp ose an agen t.

are sure that y ou w an t to kill that aglet, clic k on the Disp ose button

in the dialog windo w, otherwise clic k on Close .

� Clone

The Clone en try allo ws administrators to create an iden tical cop y of a

running agen t. T ahiti will sho w y ou a con�rmation dialog (see �gure

3.4) where y ou can clic k on the Clone button in order to pro ceed. If

Figure 3.4: Con�rmation required to clone an agen t.

y ou do not w an t to clone the agen t, clic k on Close . After cloning the

selected agen t, T ahiti will sho w a new ro w in the agen t list, since a

new agen t has b een created.

� Aglet Info

This en try op ens a dialog windo w with di�eren t data related to the

agen t, suc h as the k ey , the o wner ID, the creation date, class name, etc.

All the information ab out securit y comes from the certi�cate stored in

the k eystore database (see �gure B), while the agen t class information

is that sp eci�ed at creation time. The dialog windo w (see �gure 3.5)

do es not allo w users to mo dify the agen t information. T o close the

windo w clic k on the Close button.

� Kill

This option is presen t in the men u only , and is similar to the Disp ose

one, except it forces an agen t to sh utdo wn without w aiting its disp osing

op erations. In other w ords, disp osing an agen t a w aits the exit of the
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Figure 3.5: Main information ab out an agen t.

agen t's clean up metho d, while killing an agen t pro ceeds directly to

the elimination of the agen t from the serv er's data structures. The kil l

option is useful for stopping unresp onsiv e agen ts, suc h as those stuc k in

in�nite lo ops, or to quic kly terminate malicious agen ts, but disp osing

is preferred o v er killing for normal agen t sh utdo wn.

� Exit

The Exit option causes T ahiti to sh utdo wn, disp osing eac h running

agen t. T ahiti will ask the user whether a serv er sh utdo wn or a serv er

restart is desired and will o�er the option to abandon the exit.

3.1.2 The Mobility men u

The Mobility men u allo ws con trol o v er the migration of agen ts and their

activ ation/deactiv ation. Similarly to the A glet men u, since eac h option w orks

on a sp eci�c agen t instance, y ou need �rst to select an agen t in the T ahiti

agen t list. Eac h en try of the men u is detailed in the follo wing, the men u is

sho wn in �gure 3.6.

� Dispatc h

This en try orders an agen t to migrate to another Aglets platform.

Y ou need �rst to select the agen t instance to migrate, and then select

the Disp atch option. A dialog windo w will p op up, asking for the

destination URL (see �gure 3.7). The URL should generally use �atp�

as proto col, from A TP - Agen t T ransfer Proto col, th us for example a

v alid URL could b e atp://somehost . If y ou are running a couple of

T ahiti instances on p orts 4434 (default) and 5000, y ou can mo v e the
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Figure 3.6: The Mobility men u.

Figure 3.7: The dispatc h dialog windo w.

example agen t DisplayAgent to the latter platform using a URL as

atp://localhost:5000 . When y ou clic k on the Disp atch button, y our

aglet will b e sen t to the destination platform. If, for some reason (the

aglet cannot migrate, is not serializable, etc.), the migration cannot b e

successfully done, y our agen t will sta y on the curren t platform and a

dialog windo w will notify to y ou the exception (see �gure 3.8).

The dispatc h dialog windo w o�ers to y ou the capabilit y to store the

URL to whic h y ou are sending an agen t to a list of kno wn URLs, called

A ddr ess Bo ok . The buttons A dd to A ddr essBo ok and R emove giv es to

y ou the capabilit y to add and remo v e en tries (as URLs) from the ab o v e

list. Please note that, un til y ou add an URL to the address

b o ok, y ou will not b e able to retract agen ts sen t to that URL.
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Figure 3.8: An exception during the migration o ccurred.

� Retract

The R etr act men u en try do es the same thing as Disp atch , except from

the other end of the trip. While Disp atch triggers an agen t migration

from the starting p oin t, R etr act triggers it from the destination. Once

selected, the R etr act option will sho w to y ou a dialog windo w as that

in 3.9. Often, retracting brings �bac k home� a previously dispatc hed

Figure 3.9: The retract dialog windo w.

agen t, that is wh y the destination of agen ts that will later b e called

bac k should b e sa v ed to the address b o ok and that is wh y only serv ers

from the A ddress Bo ok are o�ered in the list from the dialog windo w.

After selecting the serv er, T ahiti queries it ab out running agen ts and

presen ts them to the user in a list. After y ou ha v e selected the agen t

to bring o v er, y ou can clic k on the R etr act button. No w the serv er will

b e ask ed to send the c hosen agen t to this serv er and if the migration

is successful, y ou should see it running again on y our platform.

Not only agen ts previously dispatc hed to another serv er can b e re-

tracted. It is p ossible to start the steps for dispatc hing an agen t, but

to clic k on Canc el after the serv er has b een added to the A ddress Bo ok.

The A ddress Bo ok is p ersisten t across serv er sh utdo wns, so from the

momen t a serv er has b een added and un til it is remo v ed, agen ts can

b e retracted from it. An y agen t can b e selected from a remote serv er's
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agen t list, ev en agen ts that did not originate on the lo cal serv er and

nev er visited it. Whether the remote serv er carries out the retraction

request or not dep ends on the protections presen t on the remote serv er.

� Deactiv ate

This option forces T ahiti to stop the execution of the selected agen t,

serializing it lo cally , and deserializing when the agen t is reactiv ated.

T ahiti will p op up a dialog windo w (see �gure 3.10) where y ou can

insert a sleeping time (in seconds) for the agen t. Clic king on the De-

Figure 3.10: The deactiv ate dialog windo w.

activate button causes the agen t to b e deactiv ated.

� A ctiv ate

This option mak es the opp osite of the De activate one: activ ate a sleep-

ing agen t. The agen t will b e deserialized and its execution will start

again. Please note that this command runs silen tly , and the only thing

y ou will see in the T ahiti windo w is a message in the status bar, that

notify the activ ation of the agen t.

3.1.3 The View men u

This men u (see �gure 3.11) o�ers a few to ols to tak e care of what is going on:

Figure 3.11: The View men u.

memory usage and T ahiti logs. In the follo wing, eac h men u en try is detailed.

� Memory Usage

This options op ens a dialog windo w with a progress bar that sho ws the

memory usage resp ect the Ja v a run-time system (see �gure 3.12). The

red part of the bar represen ts the memory used b y the Aglets platform,
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Figure 3.12: The dialog windo w that sho ws the memory usage.

while the blue bar represen ts the memory still a v ailable from the Ja v a

run time en vironmen t. The dialog windo w is managed b y a separated

thread, th us the progression bar up dates itself ev ery second.

� Log

This options op ens the dialog windo w sho wn in �gure 3.13, that rep orts

a brief log of op erations done b y the Aglets platform (agen t creation,

Figure 3.13: The log dialog windo w.

dispatc hing, etc.). The Cle ar L o g button causes the �ush of the log

con ten t and its reset, th us a new clean log is used.

� Ja v a Console

This option is not a v ailable.

3.1.4 The Options men u

This men u, sho wn in �gure 3.14, allo ws administrators to c hange settings

Figure 3.14: The Options men u.

ab out the whole aglet serv er engine, to set up protections and p olicies, and

so on. In the follo wing, a detailed explanation of eac h en try is giv en.
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� General Preference

This en try op ens a dialog windo w that allo ws the user to set up global

preferences, related to the start up of T ahiti and to its lo ok and feel

(see �gure 3.15). The F ont section allo ws the user to select whic h fon t

Figure 3.15: The general options dialog windo w.

T ahiti should use to displa y information, with its st yle (e.g., b old) and

its size (in p oin ts). The e�ectiv e use of the selected fon t dep ends on

whic h fon ts are a v ailable to the Ja v a system. The List view section

allo ws to set up ho w T ahiti ha v e to sho w agen ts in the agen t list. The

order can b e ascen t/descen t, and can b e done b y the agen t class name,

the creation time, the ev en t order (i.e., what happ ened to the agen t),

etc.

The Startup section allo ws y ou to select a sp eci�c agen t to b e loaded

at the T ahiti start time. Y ou ha v e to clic k on the On Startup c hec k

button and then to en ter the fully quali�ed agen t class name in the

follo wing text �eld.

The Cle ar Class Cache Now button of the Class Cache section, allo ws

the administrator to reset the class loader's cac he, th us new instances

of already loaded agen ts will b e created after a reload of their class.

This can b e useful if y ou are testing an agen t during dev elopmen t,

when its class(es) are c hanging frequen tly .

T o apply all mo di�cations y ou ha v e done through the ab o v e dialog,

y ou ha v e to clic k on the OK button, while the Close one will abandon

the mo di�cations. The R estor e Defaults button reset an y c hanges to

the T ahiti default.
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� Net w ork Preferences

This en try op ens a dialog windo w that allo ws users to manage net-

w ork settings, lik e the use of pro xies, HTTP tunneling, authen tication

requests, and so on. The dialog is sho wn in �gure 3.16.

Figure 3.16: The net w ork preferences dialog windo w.

The Http T unneling section allo ws y ou to sp ecify if Aglets should ac-

cept HTTP requests, if it m ust send agen ts through the h ttp proto col

(useful if y ou are running T ahiti b ehind a �rew all), and whic h pro xy

should b e use. Y ou can sp ecify either a DNS host name or an IP ad-

dress, along with the p ort the pro xy is accepting connections on. Y ou

can also sp ecify a domain to whic h to dispatc h agen ts without passing

through the pro xy , that means with a direct connection.

The A uthentic ation section con tains sev eral buttons to con�gure secu-

rit y on incoming connections. The Do A uthentic ation on A TP R e quests

c hec kb o x forces, if c hec k ed, authen tication on eac h incoming connec-

tion o v er A TP , that means on eac h incoming agen t.

The Cr e ate a new shar e d se cr et button allo ws users to create new se-

crets for a sp eci�c domain. The button will op en a dialog lik e the one

in �gure 3.17. The user has to en ter a domain and a couple username

(called alias ) and passw ord that m ust matc h a couple in the k eystore

database.

The R emove a shar e d se cr et button allo ws y ou to remo v e a secret b y

selecting it from the list of registered secrets, as sho wn in �gure 3.18.

Please note that y ou ha v e to pro vide the passw ord that holds the alias

(i.e., the username) the secret has b een created with.
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Figure 3.17: A dding a shared secret.

Figure 3.18: Remo ving a shared secret.

The Exp ort a shar e d se cr et button op ens a dialog as the one sho wn in

�gure 3.19, that allo ws users to select the domain the secret is asso-

Figure 3.19: Exp orting a shared secret.

ciated to, and to store it in a �le whic h name is written in the File

name text �eld. Once y ou ha v e sa v ed the secret in the �le, T ahiti will

sho w y ou a dialog windo w with the absolute path of the secret �le, for

making it easy to �nd (see �gure 3.20).

The Imp ort a shar e d se cr et button op ens the dialog windo w sho wn in

�gure 3.21, whic h asks the user for the �le name of the secret to imp ort.

� Securit y Preferences

This en try op ens a dialog lik e the one in �gure 3.22, that allo ws admin-

istrators to set up Ja v a p ermission for agen ts and other Ja v a classes.
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Figure 3.20: T ahiti giv es y ou information ab out the full path of the secret

�le.

Figure 3.21: Imp orting a shared secret.

Figure 3.22: The securit y options dialog windo w.
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Figure 3.23: The serv er preferences dialog windo w.

The windo w is splitted in t w o main parts: on the left the user can

select the co debase of the Ja v a classes (either an agen t or a normal

class) for whic h to use the p ermissions and protections de�ned on the

righ t. The use of this windo w is v ery similar to the use of the Ja v a

p olicyto ol program. F urthermore, since it w orks lik e the Ja v a secu-

rit y mec hanism, all p ermissions will not b e explained here; y ou can

�nd more details on the Ja v a 2 do cumen tation. Mo di�cations will b e

applied to the

�

/.aglets/security/aglets.policy �le. Please tak e

care when using this option, since it do es not alw a ys w ork as

exp ected ; th us y ou should c hec k that the p olicy �le has c hanged.

� Serv er Preferences

This en try op ens a dialog windo w (see �gure 3.23) that allo ws users to

set a few parameters lik e the serv er public ro ot, that is the directory

where T ahiti searc hes for agen ts. Unfortunately , this option seems to

ha v e a few bugs and do es not w ork v ery w ell.

3.1.5 The T o ols men u

This men u giv es users access to a few to ols more related to the Ja v a virtual

mac hine than to the Aglets platform itself. Figure 3.24 sho ws the men u

app earance, while in the follo wing y ou can �nd a detailed description of

eac h en try .

� In v ok e GC

The selection of this en try will force a call to the Ja v a garbage col-

lector, in order to force a memory c hec k and to free no more used

ob jects/agen ts. Y ou can use this men u en try if y ou b eliev e y our sys-

tem memory has not b een freed, or after killing a large agen t.

� Threads

This option causes T ahiti to dump a brief information ab out all ex-
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Figure 3.24: The T o ols men u.

isting threads in the JVM. The dump is displa y ed in the Ja v a console

(terminal), and is similar to the follo wing one:

{java.lang.ThreadGroup[name=system,maxpri=10]}

+ Threads

- Thread[Reference Handler,10,system] alive

- Thread[Finalizer,8,system] alive

- Thread[Signal Dispatcher,10,system] alive

- Thread[CompilerThread0,10,system] alive

� Debug

The only visible thing is the sho wing of the string �Debug o� � in the

Ja v a console. Probably this option w as used to enable debug prin ts for

T ahiti comp onen ts.

� Ref T able

Do es not sho w an ything. Probably it w as a dump mec hanism for the

T ahiti and Aglets in ternal reference table.

3.1.6 The Help men u

This men u do es not pro vide a real help, rather credit information. Most of

the en tries are not w orking in the curren t release of T ahiti due to the absence

of an external program, called openurl , used to p oin t the w eb bro wser to a

w eb page. F or this reason, do not w orry to o m uc h if y ou see an exception in

the Ja v a console when y ou select this men u en try .

This men u will probably b e �xed in a future release of the Aglets plat-

form.
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3.2 The T ahiti command line

Y ou can run the Aglets serv er also from the command line. T o en ter in the

command line, sp ecify the -nogui option to the agletsd command. (it do es

not matter where the option is placed resp ect the other parameters). T ahiti

will start in command line mo de, asking for the username and the passw ord

as for the GUI mo de.

Starting T ahiti with the -noconsole or -commandline parameter seems

no di�eren t that starting it with no parameter. The -daemon parameter

probably starts the aglet serv er listening on a p ort to whic h the con trol

clien t daemoncontrol can connect.

Once the user is logged, T ahiti presen ts a command prompt that al-

lo ws administrators to manage agen ts. The command line prompt is not so

p o w erful as the T ahiti GUI, but can b e faster and can b e used in extreme

situations (e.g., when the X serv er crashes). Y ou can ask for help writing

�help�, and y ou will see a list of a v ailable commands:

> help

help Display this message.

shutdown Shutdown the server.

reboot Reboot the server.

list List all aglets in the server.

prompt Display or changes the prompt.

msg on|off Message printing on/off.

create [codeBase] name Create new aglet.

<aglet> dispatch URL Dispatch the aglet to the URL.

<aglet> clone Clone the aglet.

<aglet> dispose Dispose the aglet.

<aglet> dialog Request a dialog to interact with.

<aglet> property Display properties of the aglet.

Note: <aglet> is a left most string listed

in the result of list command.

As an example, if y ou w an t to create a new agen t, y ou ha v e to use the

create command:

> create examples.hello.HelloAglet

and the system will reply with a message sho wing the op eration result, suc h

as:

> Create : examples.hello.HelloAglet from atp://linux:4434/

If y ou w an t to list all agen ts running in the platform, y ou ha v e to use the

list command; the system will sho w a list of all agen ts (in the follo wing

example only one is running):
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> list

> aglet0 [examples.hello.HelloAglet]

The �rst w ord (�aglet0�) represen t the agen t iden tit y , useful for other com-

mands. F or example, if y ou w an t to disp ose the ab o v e agen t y ou ha v e to

sp ecify the iden tit y to the dispose command:

> aglet0 dispose

Removed : aglet0

> Dispose : examples.hello.HelloAglet

F or a complete list of a v ailable commands, digit �help�. T o exit from the

command line mo de y ou ha v e to sh utdo wn T ahiti, that can b e done with the

shutdown command (without an y option).
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Chapter 4

Dev eloping agen ts with Aglets

This c hapter co v ers basic issues ab out dev eloping agen ts with the Aglets

library . In the follo wing section it will b e sho wn ho w to con�gure main

dev elopmen t en vironmen ts to supp ort Aglets, ho w to compile and run y our

o wn agen ts and ho w to explore the library API.

An aglet (i.e., an agen t able to run on the Aglets platform) is a simple

Ja v a class that m ust ha v e as base class com.ibm.aglet.Aglet . T o de�ne

the aglet b eha viour y ou ha v e to o v erride metho ds of the base class, at least

the run() one, and that is all y ou need to get a complete aglet.

4.1 Con�guring y our IDE to use the Aglets library

The Aglets library is comp osed b y a single jar arc hiv e, aglets-x.x.x.jar ,

whic h is installed in $AGLETS_HOME/lib , where x.x.x means the library v er-

sion n um b er (e.g., 2.0.2). In order to compile y our o wn agen ts, y ou m ust

ha v e the ab o v e jar in y our classpath. The follo wing subsections describ es

ho w to compile agen ts with di�eren t to ols and IDEs.

4.1.1 Using command line to ols

Y ou can dev elop agen ts as y ou do with normal Ja v a programs, that means

y ou can write y our Ja v a �le(s) with y our fa v ourite editor, compiling then

them with the command line compiler (e.g., javac , jikes ). Supp osing y ou

ha v e created and sa v ed in a �le called FirstAglet.java the follo wing agen t:
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import com.ibm.aglet.*;

public class FirstAglet extends Aglet

{

public void run(){

System.out.println("\n\tHello\n");

}

}

y ou can compile it from the command line, after ensuring y ou ha v e the

Aglets library in y our classpath. F or example, supp osing y ou ha v e the Aglets

platform installed in /java/aglets , y ou can do the follo wing:

export CLASSPATH=$CLASSPATH:/java/aglets/lib/aglets-2.0.2.jar

in a Bash shell, or something lik e:

set classpath=%classpath%;c:\java\aglets\lib\aglets-2.0.2.jar

on a Microsoft Windo ws mac hine.

After that, just compile y our agen t from the command line:

javac FirstAglet.java

Ev en if aglets are lik e other Ja v a classes, they cannot b e run as stand-

alone programs, th us y ou ha v e to run agen ts in to the platform. Before that,

y ou m ust mak e agen ts reac hable b y the platform itself, that means y ou m ust

ha v e the agen t (compiled class) in the serv er public ro ot, that is b y default

the folder public of the Aglets platform installation. In other w ords, y ou

ha v e to cop y the classes of y our agen ts under the ab o v e folders, th us y ou can

sp ecify the aglet class name in the creation dialog (see �gure 3.2).

Please note that adding the directory where y our classes resides to the

CLASSP A TH v ariable will not w ork. It seems that T ahiti has a few bugs in

the managemen t of classes and classpath.

4.1.2 Using IBM Eclipse

Y ou ha v e to instrumen t Eclipse accepting the Aglets library in the pro ject

y ou are w orking on. Supp osing y ou ha v e already de�ned a pro ject, steps

required to use the Aglets library are the follo wing:

1. select Imp ort from the File men u

2. c ho ose the library:

in the op ened dialog windo w (see �gure 4.1), c hose Zip �le and clic k

on Next button. After that, y ou ha v e to bro wse the lo cal �lesystem in

order to �nd the Aglets library jar (see �gure 4.2), then y ou ha v e to

clic k on the Finish button.
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Figure 4.1: Imp orting a pac k age in Eclipse, step 1.

3. test the library:

y ou should no w see the library pac k ages in the pro ject folder. Imp ort-

ing the pac k age should giv e y ou no errors.

4.1.3 Using Netb eans IDE

The Netb eans IDE uses an approac h similar to the IBM Eclipse one: y ou ha v e

to de�ne in eac h pro ject jars that m ust b e included. T o imp ort the Aglets

library , supp osing y ou ha v e already created a pro ject, do the follo wing:

1. moun t the library:

righ t clic k on the pro ject name in the �le system view (usually on y our

left), and select mount from the con textual men u. In the submen u,

select A r chive , as sho wn in �gure 4.3.

2. c ho ose the library:

bro wse the lo cal �lesystem to �nd the library (see �gure 4.4, then clic k

on the Finish button.

3. test the library:

y ou should no w see the library pac k ages in the pro ject folder. Imp ort-

ing the pac k age should giv e y ou no errors.

4.1.4 Using JBuilder

T o quic kly enables the Aglets library in the Borland JBuilder, y ou ha v e to

follo w the steps b elo w:
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Figure 4.2: Imp orting a pac k age in Eclipse, step 2.

Figure 4.3: Imp orting a pac k age in Netb eans, step 1.

Figure 4.4: Imp orting a pac k age in Netb eans, step 2.
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Figure 4.5: The JBuilder JDKs con�guration windo w.

1. select Con�gur e JDKs from the T o ols men u.

2. c ho ose the library:

push the A dd button and bro wse y our lo cal �lesystem in order to �nd

out the Aglets library jar, and then select it.

3. c hec k the imp ortation of the library:

once y ou ha v e selected the library , y ou should see it at the b ottom of

the jar list in the dialog windo w (see �gure 4.5), then clic k on OK .

Please note that, doing the ab o v e, y ou will �nd the Aglets library in all

pro jects y ou will create.

4.2 Base kno wledge

This section pro vides basic information ab out the dev elopmen t of an aglet.

In the follo wing y ou will �nd whic h main metho ds y ou ha v e to o v erride, ho w

to manage incoming messages and ho w to catc h ev en ts. The ASDK (Aglets

Soft w are Dev elopmen t Kit) pro vides the infrastructure to dev elop and run

aglets, whic h are soft w are agen ts that

� Run in a v ery w ell de�ned en vironmen t/serv er or con text .

� Ha v e a unique iden ti�er.

� Can b e mo v ed or decide to mo v e from one con text to another, i.e. these

agen ts are mobile agen ts, with a set of w ell de�ned restrictions ab out

� When an aglet can b e migrated.

� What state an aglet main tains in a migration.

� Ho w the aglet resumes execution after b eing migrated.
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� Can b e cloned, an iden tical aglet can b e created from an existing one.

� Are able to comm unicate to eac h other b y sending/receiving messages .

� Can handle (or react to ) a set of prede�ned ev en ts.

� Can b e made p ersisten t , i.e. stored on disk.

And all of these c haracteristics will b e explained in the next sections, starting

wih t the most basic ones. Other issues suc h as those related to securit y are

considered adv anced and are not included in this c hapter. Some of the

previous material in this man ual is related to one o more of the items ab o v e.

Ho w ev er, most of the man ual at this p oin t has b een dev oted to describ e the

curren t pro vider /implemen tation of the Aglets con text: T ahiti, the Aglets

serv er. T ahiti and agletsd will b e used as synon ymous in the rest of the

man ual.

4.2.1 Main metho ds of an aglet

Aglets are agen ts that follo w an Applet-lik e dev elopmen t w a y , that means

y ou ha v e to o v erride a few metho ds that will b e called from an external en tit y

(the Aglets run-time system) during the agen t life. In Aglets, an agen t can

b e considered as a Ja v a ob ject with a thread running on it. There is a base

class called Aglet, whic h represen ts a simple agen t for this platform, and it

is necessary to inherit from the Aglet class to create a customized agen t, as

brie�y sho wn in Section 4.1.1. The follo wing piece of co de sho ws the main

metho ds y ou should o v erride: onCreation , run , and onDisposing .

import com.ibm.aglet.*;

public class SecondAglet extends Aglet{

public void onCreation(Object init){

System.out.println("Agent created " + init);

}

public void run(){

System.out.println("Agent running");

}

public void onDisposing(){

System.out.println("Agent quitting");

}

}

A short description of eac h metho d:
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� onCreation(Object init) : Called once, when the aglet is created. It

can accept an initialization parameter.

� run() : It is the life of the agen t; it is called once p er platform (i.e., for

eac h platform the agen t visits).

� onDisposing() : Called when the agen t has b een killed or is sh utting

do wn.

If y ou start this agen t in T ahiti (e.g. using the create button), y ou will see

t w o messages on the standard output (the console where y ou launc hed the

agletsd command) almost immediately after creation:

Agent created null

Agent running

And, after using the T ahiti Disp ose button, y ou will see one more message

in the console

Agent quitting

4.2.2 Simple exp erimen ts

A t this stage, y ou can exp erimen t and see man y of the Aglets features en u-

merated ab o v e. In particular, ha ving created one SecondAglet in T ahiti, y ou

can clone the aglet b y using the button Clone . In the T ahiti console, this

�new� aglet will prin t the message de�ned in the run metho d, i.e.

Agent running

Note that this aglet is not considered a newly created one, since it is not

created from scratc h. Instead, an aglet created as a clone has exactly the

same state as the cloned one, i.e. the v alue of the cloned instance v ariables

(aglet state) are copied in the new aglet. Th us, it do es not mak e an y sense

that agletsd calls the metho d onCreation for the aglet whic h is a clone of

an existing one. Cloning an aglet implies that the agletsd at least

� Copies the aglet state, just as in the Ja v a clone .

� Calls the aglet run metho d.

And the new aglet clone of an existing aglet is running on its o wn thread.

If y ou start another T ahiti serv er, it will b e p ossible to migrate aglets

from one T ahiti serv er to another T ahiti serv er. Starting a new T ahiti serv er

in a computer whic h already has a running T ahiti serv er is p ossible, just

remem b er to de�ne a listening p ort other than 4434 (the default T ahiti com-

m unication p ort), e.g.

agletsd -port 5000

The T ahiti serv er listening on p ort 4434 will b e referred to as T ahiti1, and

the T ahiti serv er listening on p ort 5000 will b e referred to as T ahiti2 in order

to a v oid confusion. No w, in T ahiti1 an aglet and use the Dispatc h button.

In the dispatc h dialog destination URL t yp e
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atp://localhost:5000

or

atp://127.0.0.1:5000

(the T ahiti2) and, also, clic k on the "A dd to the A ddressBo ok" button in

order to b e able to retract the aglet bac k later. Once dispatc hed the aglet,

y ou will see

Agent running

on the T ahiti2 console, i.e. the aglet has b een

� Serialized in terms of the Ja v a ob ject comm unication system.

� T ransferred from the serv er T ahiti1 to the serv er T ahiti2.

� Started to run b y the serv er T ahiti2, whic h calls the aglet run metho d

at the aglet arriv al.

Note that atp is referred to in the URL, since the Aglets T ransp ort Proto col

(atp) is used to transfer aglets among T ahiti serv ers. Once the serv er T ahiti2

is added to the A ddressBo ok of another serv er T ahiti1, it is p ossible in the

serv er T ahiti1 to retract aglets from the serv er T ahiti2. Retracting can b e

seen as a migration triggered from the destination (receiving) T ahiti serv er.

Analogously , Dispatc hing can b e de�ned as a migration triggered on the

source (sending) T ahiti serv er.

The next aglet has an instance v ariable that can b e used as an example

of ho w the state is preserv ed when an aglet is migrated or cloned and, also,

ho w the migrated or cloned aglet b egins running.

import com.ibm.aglet.*;

public class PrintingAglet extends Aglet

{

int i = 0;

public void run()

{

int limit = i + 5;

for (; i < limit; i++){

System.out.println("\n i is " + i);

}

}

}

Starting this aglet in a T ahiti serv er will pro duce the output in the T ahiti

console sho wn b elo w.
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i is 0

i is 1

i is 2

i is 3

i is 4

If y ou no w clone this aglet, the next �v e lines will b e added to the T ahiti

console

i is 5

i is 6

i is 7

i is 8

i is 9

Th us, the v alue of the state v ariable is not initialized as in a new aglet,

but tak es the v alue of the cloned ( initial ) aglet. A t this p oin t, there are

t w o indep enden t aglets running in the same T ahiti serv er. If, for example,

the original aglet is dispatc hed to another T ahiti serv er, y ou will see in the

corresp onding console, the next �v e lines

i is 5

i is 6

i is 7

i is 8

i is 9

And, also, the migrated aglet will no b e sho wn in the initial T ahiti serv er,

since it w as dispatc hed to another con text.

These simple exp erimen ts sho w ho w an aglet can b e cloned, migrated

and retracted. None of these activities has b een programmed in the aglet,

i.e. in the SecondAglet and in the Prin tingAglet classes ab o v e. The Aglets

platform, (T ahiti serv er/s and atp, more sp eci�cally), are ready to p erform

these op erations on aglets.

4.2.3 Self cloning and migrating aglets

F or the next examples, it will b e useful to start T ahiti serv er/s with securit y

�turned o� �. This is not a go o d idea in general, but will allo w to run co de

without to b e concerned on securit y risks. T ahiti serv er securit y can b e

turned o� b y using the �le aglets.prop whic h is included with the Aglets

distribution as follo ws:

� Mak e a cop y of the aglets.prop �le, usually found in Lin ux in the

directory $AGLETS_HOME/cnf .
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� Uncommen t line (in the aglets.prop �le)

#aglets.secure=false

� Start agletsd with

agletsd -f aglets.prop

If y ou need to start another T ahiti serv er in the same computer, y ou can do

it with

agletsd -f aglets.prop -port 5000

whic h is useful to migrate aglets from a T ahiti servb er to another T ahiti

serv er in the same computer, for example.

An aglet can clone and migrate itself b y using the metho ds clone and

dispatch de�ned in the base class Aglet. The follo wing co de (SelfCloning

class) sho ws a simple aglet that clones itself and uses a state v ariable to a v oid

the clone aglet to clone itself (and this sequence w ould con tin ue endlessly).

import com.ibm.aglet.*;

public class SelfCloning extends Aglet{

boolean theFirst = true;

public void onCreation(Object init){

// Only non clone aglet runs this method

System.out.println("Agent created");

}

public void run(){

if (theFirst){

theFirst = false;

System.out.println("Cloning");

try {

clone();

} catch (Exception e){

System.out.println("Failed to clone");

}

} else{

System.out.println("Clone running");

}

}

}

Starting this aglet in a T ahiti serv er, the aglet will pro duce the output sho wn

b elo w (in the corresp onding T ahiti console).
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Agent created

Cloning

Clone running

and there will b e t w o aglets running in the T ahiti serv er. A self migrating

aglet can b e programmed rather easily using the previous SelfCloning aglet.

Start another T ahiti serv er and, in the SelfCloning aglet, c hange the line

clone();

b y

dispatch(new java.net.URL("atp://127.0.0.1:5000"));

in order to migrate the aglet to a T ahiti serv er running on lo calhost and

listening on p ort 5000. T ak e in to accoun t that in this case, the state v ariable

theFirst is used to a v oid migrating the aglet from the T ahiti serv er listening

on p ort 5000 to the same T ahiti serv er (since the URL is hardco ded in the

aglet).

The examples giv en in this section are not mean t to b e useful other than

for learning. In fact, there are b etter w a ys to clone and migrate aglets, whic h

will b e analyzed in the next section/s.

4.3 Ev en ts

Aglets supp orts an event/event listener mo del, where an agen t can register

ev en t listeners to particular kind of ev en ts, th us it can handle those ev en ts.

There are mainly three kind of ev en ts, tied to di�eren t scenarios of the agen t

life cycle: cloning, mobilit y and p ersistency . T able 4.1 sho ws eac h kind of

ev en t, with t yp es and ev en t listener that can b e asso ciated to.

Event kind (class

name)

Time Event listener Metho d of the event

listener

CloneEvent b efore cloning CloneListener onCloning(..)

CloneEvent after cloning

(1)
CloneListener onClone(..)

CloneEvent after cloning

(2)
CloneListener onCloned(..)

MobilityEvent b efore migrating MobilityListener onDispatching(..)

MobilityEvent when the agen t

arriv es

MobilityListener onArrival(..)

MobilityEvent when the agen t is

b eing retracted

MobilityListener onReverting(..)

PersistencyEvent after the agen t

activ ation

PersistencyListener onActivation(..)

PersistencyEvent b efore the agen t

deactiv ation

PersistencyListener onDeactivating(..)

(1)
Deliv ered to the clone aglet

(2)
Deliv ered to the original (cloned) aglet

T able 4.1: A v ailable ev en ts in Aglets.
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Ev en ts are de�ned as Ja v a classes and ev en t listeners are de�ned as Ja v a

in terfaces in the pac k age com.ibm.aglet.event . F urthermore, there is no

other ev en t than those de�ned in the table ab o v e. The next example sho ws

a co de enhancemen t of the previous SelfCloning (in the previous section)

example b y using ev en ts and ev en t listeners.

import com.ibm.aglet.*;

import com.ibm.aglet.event.*;

public class SelfCloningWithEvents extends Aglet{

boolean theFirst = true;

// CloneListener implementation, "installed" later

class MyCloneListener implements CloneListener {

public void onCloning(CloneEvent ev) {

System.out.println("Cloning");

}

public void onCloned(CloneEvent ev) {}

public void onClone(CloneEvent ev) {

theFirst = false;

}

}

// The CloneListener is "installed" here

public void onCreation(Object init){

System.out.println("Agent created");

CloneListener cloneLstnr = new MyCloneListener();

addCloneListener(cloneLstnr);

}

public void run(){

if (theFirst){

try {

clone();

} catch (Exception e){

System.out.println("Failed to clone");

}

System.out.println("Cloned running" + theFirst);

} else{

System.out.println("Clone running" + theFirst);

}

}

}
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Setting aside the implemen tation of CloneListener and its usage as an ev en t

clone listener, the SelfCloningWithEv en ts aglet has subtle but imp ortan t

di�erences compared to the SelfCloning aglet:

� The SelfCloningWithEv en ts original aglet alw a ys has its state v ariable

(theFirst) with v alue "true", whic h is the exp ected v alue for the original

aglet.

� The SelfCloningWithEv en ts aglet can b e programmed in order to react

to clone ev en ts in a uniform w a y , indep enden tly of whether the clone

ev en t

� is programmed (generated) in the co de as in the run() metho d of

the aglet, or

� is generated b y selecting clone in the T ahiti serv er, i.e, it is an

external ev en t.

In fact, the SelfCloningWithEv en ts aglet is able to react to cloning ev en ts,

while the SelfCloning aglet is not. The latter is just programmed to clone

itself.

Handling mobilit y ev en ts is rather the same as handling cloning ev en ts:

y ou ha v e to implemen t the MobilityListener in terface

class MyMobListener implements MobilityListener {

public void onDispatching(MobilityEvent ev) {

...

}

public void onReverting(MobilityEvent ev) {

...

}

public void onArrival(MobilityEvent ev) {

...

}

}

and, later, �install� the listener

MobilityListener mobilityLstnr = new MyMobListener();

addMobilityListener(mobilityLstnr);

Handling p ersistency ev en ts is straigh tforw ard taking in to accoun t the previ-

ous examples for cloning and mobilit y ev en ts. Summaryzing, handling ev en ts

implies:

� Implemen t <x>Listener in terface.

� Create an ob ject of the in terface implemen tation.
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� �Install� the ob ject as the listener with add<x>Listener .

and <x> should b e replaced b y one of Clone , Mobility , or Persistency in

order to handle cloning, mobilit y , or p ersistency ev en ts.

The follo wing co de example sho ws ho w the in terfaces MobilityListener ,

CloneListener , and PersistencyListener can b e used. First of all, ha v e

a lo ok to the listener class:

package examples.aglete ve nt s;

import com.ibm.aglet.*;

import com.ibm.aglet.ev en t. *;

public class myListener

implements MobilityListene r, CloneListener, PersistencyList en er

{

//////////////// /// /

// mobility listener methods

//////////////// /// /

public void onArrival(Mobili ty Eve nt event){

System.out.prin tl n( "Ag en t arrived "+event);

}

public void onDispatching(Mo bi lit yE ven t event){

System.out.prin tl n( "Be fo re moving..."+event );

}

public void onReverting(Mobi li tyE ve nt event){

System.out.prin tl n( "Be fo re coming back home..."+event);

}

//////////////// /// /

// clone listener methods

//////////////// /// /

public void onClone(CloneEve nt event){

System.out.prin tl n( "I' m the clone "+event);

}

public void onCloned(CloneEv en t event){

System.out.prin tl n( "A clone of myself created "+event);

}

public void onCloning(CloneE ve nt event){

System.out.prin tl n( "So me on e is cloning myself "+event);

}
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//////////////// /// /

// persistency listener methods

//////////////// /// /

public void onActivation(Per si ste nc yEv en t event){

System.out.prin tl n( "Ac ti va tin g "+event);

}

public void onDeactivating(P er sis te ncy Ev en t event){

System.out.prin tl n( "De ac ti vat in g "+event);

}

}

The ab o v e listener de�nes metho ds to catc h ev en ts at di�eren t time, as

explained b y the co de itself. The follo wing agen t registers the ab o v e listener

and use it to handle ev en ts:

package examples.aglete ve nt s;

import com.ibm.aglet.*;

import com.ibm.aglet.ev en t. *;

public class agletC extends Aglet{

public boolean move=true;

public void onCreation(Objec t init){

// create a listener object

myListener listener = new myListener();

// register a mobility listener

this.addMobilit yL is ten er (( Mob il ity Li st ene r) li ste ne r) ;

// register a clone listener

this.addCloneLi st en er( (C lo neL is ten er )l ist en er );

// register a persistency listener

this.addPersist en cy Lis te ne r(( Pe rsi st en cyL is te ner )l is ten er );

}

public void run(){

System.out.prin tl n( "HE LL O! ");

}

}

F or example, after a dispatc hing, mobilit y ev en ts are triggered and the agen t

prin ts, in the source console, the follo wing statemen ts:

Before moving...MobilityEvent[DISPATCHING]
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while in the destination console prin ts:

Agent arrived MobilityEvent[ARRIVAL]

HELLO!

T o b etter understand ho w ev en t listeners w ork, execute the ab o v e agen t

and try cloning, dispatc hing and deactiv ating it; ha v e a lo ok at what mes-

sages are prin ted out in all the consoles.

Examples and explanations giv en so far sho w that Aglets basic pro-

gramming requires using the base class Aglet , and handling ev en ts requires

class/es and in terface/s giv en in the pac k age com.ibm.aglet.event . Ho w-

ev er, there are other tasks that require other classes and/or in terfaces. In

fact, man y tasks require direct comm unication with the aglets en vironmen t,

suc h as the T ahiti serv er. Creation of other aglets is an example of an aglet

in teracting with its con text, as will b e sho wn in the next section.

4.4 Creating other aglets and AgletContext

The Aglet clone metho d pro duces a new aglet with iden tical state as the

cloned one, the clone aglet is not a created aglet, but is a cop y (clone) of an

existing one. An existing aglet can generate a new (created) aglet b y calling

the metho d

AgletContext.cre at eAg le t( URL codebase, String name, Object init)

i.e. the aglet whic h is going to create another aglet needs to

� Get an ob ject of and AgletContext implemen tation class.

� Call the createAglet(...) metho d of the AgletContext ob ject.

This means that creation of aglets is a task directly related to the aglets con-

tainer, the con text on whic h an aglet resides, the aglet sev er. AgletContext

pro vides an in terface to the run time en vironmen t that o ccupies the aglet.

An y aglet can obtain a reference to its

AgletContext

class implemen tation ob ject via the

Aglet.getAgletContext()

primitiv e, and use it to obtain lo cal information suc h as the address of the

hosting con text, or to create a new aglet in the con text. Once the aglet has

b een dispatc hed, the con text ob ject curren tly o ccupied is detac hed and the

new con text is attac hed. The run time library is resp onsible for pro viding

the implemen tation of this in terface; th us, aglet programmers do hot ha v e

to implemen t this in terface. The follo wing t w o aglet classes are de�ned suc h

that

� CreatedAglet is an aglet class de�ned only for creating aglets (Cre-

atedAglet instances) from another aglet.
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� Eac h CreatingAglet instance creates a CreatedAglet instance b y calling

createAglet to its AgletContext .

Note that while CreatedAglet aglets do not in teract with the en vironmen t

(con text), CreateingAglet aglets mak e explicit requests to the en vironmen t

in order to create other aglets.

//////////////// // //

// CreatedAglet (in CreatedAglets.jav a)

//////////////// // //

import com.ibm.aglet.*;

public class CreatedAglet extends Aglet{

public void onCreation(Obje ct init){

System.out.prin tl n(" Cr ea ted Ag let agent created");

}

public void run(){

System.out.prin tl n(" Cr ea ted Ag let running");

}

}

//////////////// // //

// CreatingAglet (in CreatingAglets.j av a)

//////////////// // //

import com.ibm.aglet.*;

public class CreatingAglet extends Aglet{

public void onCreation(Objec t init){

// Only non clone aglet runs this method

System.out.prin tl n( "Ag en t created");

}

public void run(){

try{

// get the aglet context

AgletContext context = this.getAgletCon te xt( );

// create another CreatingAglet instance

context.createA gle t( nu ll, "CreatedAglet", null);

}catch(Exceptio n e){

System.out.prin tln (" Ex cep ti on "+e);

}

}

}

After compiling and cop ying .class �les in the corresp onding T ahiti serv er
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binaries directory , y ou will b e able to create a CreatingAglet aglet. Then,

y ou will see in the T ahiti console

Agent created

CreatedAglet agent created

CreatedAglet running

where the �rst line in the console corresp onds to the CreatingAglet aglet

and the other t w o corresp ond to the CreatedAglet aglet, i.e. the aglet whic h

is explicitly created b y the instance of CreatingAglet . Note that b eing able

to explicitly create aglets allo w

� New aglets to b e running, indep enden tly of the creating aglet, whic h

is not p ossible with the metho d clone , for example. Cloning generates

new aglets with exactly the same b eha vior as the cloned aglet.

� New aglets with new state, i.e. aglets whic h execute the onCreation

metho d, and whic h can b e initialized from scratc h .

� An explicit in teraction with the aglet con text, since the aglet explicitly

requires the creation of a new aglet to its con tainer/aglet serv er.

This section has sho wn that eac h aglet is able to require sp eci�c actions to

its en vironmen t/con text, and one of those actions has b een explained: aglet

creation. Also, eac h aglet is is able to in teract almost directly with eac h

other, b y means of messages, topic co v ered in the next section.

4.5 Message handling

Aglets exploit a comm unication system based on message p assing : t w o

agen ts that w an t to comm unicate eac h other ha v e to exc hange a message.

Messages are instances of the Message class, and their kind is sp eci�ed b y a

string. An agen t that w an ts to explicitly manage messages has to o v erride

the handleMessage(..) metho d, returning true in the case the message is

managed b y the agen t, and false otherwise. The

handleMessage(..)

metho d, is also de�ned in the Aglet base class, just lik e

onCreation(..)

run()

onDisposing()

The follo wing piece of co de (HandlingMessages aglet class) sho ws an agen t

that handle all messages; y ou can launc h it and send dialogs messages

through the T ahiti GUI. This simple aglet sho ws in teresting message and

message handling features:
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� An aglet is not necessarily a w are of message source/s, it just receiv es

and handles messages. Message source should b e included in some w a y

in the message itself, since there is no other w a y to iden tify it.

� Message handling is as complex as the handleMessage(...) imple-

mentation.

� The metho d handleMessage(Message msg) has one parameter, the

message receiv ed b y the aglet, whic h can b e (and usually is) used to

de�ne the aglet message handling b eha vior.

� The message t yp e, that is its classi�cation, is stored as a String ob ject

in the message itself. Keeping the message t yp e as a string attribute

mak es simpler and faster the use of new messages, since y ou don't ha v e

to create classes for them. The getKind() metho d is used to get the

string whic h determines the message t yp e.

import com.ibm.aglet.*;

public class HandlingMessages extends Aglet{

public void run(){

System.out.prin tl n( "Ag en t running");

}

public boolean handleMessage(M ess ag e msg){

System.out.prin tl n( "Re ce iv ed a message " + msg.getKind());

return true; // if the message is used

}

}

4.5.1 Aglets, messages, and threads

There are a few concepts that m ust b e clear when w orking with message

handling. First of all, eac h aglet executes within a thread, but threads are

managed b y the platform and can b e shared among agen ts for e�ciency .

The e�ciency of this approac h can b e understo o d thinking at a buyer-sel ler

example: image a couple of agen ts, with one pla ying as a sel ler and one

pla ying as a buyer . In this situation, it is not needed that the buy er agen t

is activ e b efore the seller has put a go o d on sale, th us there is no reason to

use a thread-p er-agen t approac h. F urthermore, the seller can simply send

a message to the buy er sp ecifying the go o d on sale, and then should w ait

the answ er of the buy er (i.e., should deactiv ate or susp end un til an answ er

comes). F ollo wing this example, it should b e clear that the n um b er of activ e

threads (i.e., agen ts) could b e reduced at one p er time. Aglets exploits

this condition in its whole design: if agen ts can share the same thread, no
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additional threads will b e created. In other w ords, the n um b er of agen ts and

threads are not strictly related.

Due to the Aglets thread mo del, it is imp ortan t to understand that eac h

message is deliv ered b y a thread, that can b e di�eren t from the one the agen t

runs (or ha v e run). Since aglets are implicitly sync hronized, a message can

b e deliv ered if the agen t is activ e and running, that means while y our agen t

is in the run() metho d (or another metho d). In fact, while the agen t is in

the run() metho d (or another one), there is a thread activ e in the agen t

itself, and another thread (the message deliv er thread) cannot deliv er the

message b ecause of the Ja v a sync hronization.

F rom the ab o v e considerations, it is p ossible to see ho w an agen t p er-

forming an (in)�nite lo op will b e unable to receiv e and manage an y incoming

message. Nev ertheless, there is a w a y to force an agen t to release the lo c k,

and this can b e done with the exitMonitor() metho d, that causes all w ait-

ing messages to b e dequeued and, at the same time, all threads lo c k ed on

a waitMessage() to b e resumed. Please b e a w are that forcing an agen t to

release lo c ks could pro duce race conditions.

4.5.2 Sending messages and AgletProxy

An aglet is not allo w ed to in teract with another aglet directly , and this

includes messaging. Instead, ev ery in teraction among aglets, as sending a

message is made through AgletProxy , whic h is an in terface acting as a handle

of an aglet and pro vides a common w a y of accessing the aglet b ehind it. Since

an aglet class has sev eral public metho ds that should not b e accessed directly

from other aglets for securit y reasons, an y aglet that w an ts to comm unicate

with other aglets has to �rst obtain the pro xy ob ject, and then in teract

through this in terface. In other w ords, the aglet pro xy acts as a shield

ob ject that protects an agen t from malicious agen ts.

When in v ok ed, the pro xy ob ject consults the Securit yManager to de-

termine whether the curren t execution con text is p ermitted to p erform the

metho d. Another imp ortan t role of the AgletPro xy in terface is to pro vide

the aglet with lo cation transparency . If the actual aglet resides at a remote

host, it forw ards the requests to the remote host and and returns the result

to the lo cal host. This is wh y the createAglet(...) metho d seen in the

previous section do es not return an aglet but an AgletProxy instead. As in

the case of AgletContext , the run time library is resp onsible for pro viding

the implemen tation of the AgletProxy in terface; th us, aglet programmers

do not ha v e to implemen t this in terface.

F rom the sp eci�c p oin t of view of sending a message from an aglet,

the message is sen t to an AgletProxy of an aglet, b y using the metho d

sendMessage(Message msg) as sho wn sc hematically in �gure 4.6. The con-

tin uous line for the arro w in �gure 4.6 denotes that agletA has to explicitly

iden tify the agletB pro xy , and the dashed line for the arro w denotes that
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Figure 4.6: Sending a message to an aglet.

message deliv ering is dep enden t on the run time implemen tation, i.e. not

kno wn to the aglet programmer. Also, sending and receiving aglets are not

required to b e in the same aglet con tainer/con text.

The follo wing co de sho ws ho w an AgletSndr creates an aglet and sends a

message to an AgletRcvr. This co de is not di�eren t from that in the section

dev oted to agen t creation, adding the send message in one aglet class and

the message handling in the other one.

//////////////// // //

// AgletSndr (in AgletSndr.java)

//////////////// // //

package messaging;

import com.ibm.aglet.*;

import java.net.*;

public class AgletSndr extends Aglet{

public void run(){

try{

// get the aglet context

AgletContext context = this.getAgletCon te xt( );

// create an AgletRcvr instance

AgletProxy rcvr = context.createAg let (n ul l,

"messaging.AgletR cv r",

null);

// send a message to the agent

rcvr.sendMessag e(n ew Message("HELLO") );

}catch(Exceptio n e){

System.out.prin tln (" Ex cep ti on " + e);

}

}

}
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//////////////// // //

// AgletRcvr (in AgletRcvr.java)

//////////////// // //

package messaging;

import com.ibm.aglet.*;

public class AgletRcvr extends Aglet{

public void run(){

try{

// get my ID

AgletID myID = this.getAgletID() ;

System.out.prin tln (" \n My ID is "+myID);

}catch(Exceptio n e){

System.out.prin tln (" Ex cep ti on " + e);

}

}

// handle the "HELLO" message

public boolean handleMessage(M ess ag e msg){

if(msg.sameKind (" HE LLO ") ){

System.out.prin tln (" HE LLO msg received");

return true;

}

return false;

}

}

The next messaging example com bines sev eral features of Aglets: cre-

ation, migration, and remote messaging. The receiving/handling messages

aglet do es not necessarilly has to c hange regarding the previous example, i.e.

the AgletRcvr aglet in the Ja v a pac k age messaging ab o v e. Sp eci�cally on

messaging and the AgletProxy needed to b e used for sending a message:

� The AgletProxy returned b y createAglet(...) is useful only in the

lo cal con text, i.e. it should not b e used when the aglet has migrated

(is in another con text).

� The agletID of the remote agen t is needed in order to comm unicate

with it. More sp eci�cally , the agletID is used to get the remote

AgletProxy from the remote con text in whic h the receiving aglet is

running.

� Ev en when the getAgletProxy(..) metho d called in co de is depre-

cated, a call to the no-deprecated metho d suc h as:

AgletProxy remoteProxy = context.getAgletProxy(remoteID);
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will not w ork, since it can w ork only with the lo cal agen ts. The use of

the MAF (Mobile Agen t Finder) will w ork b etter, but at the momen t

there is not a lot of do cumen tation ab out ho w to use it in Aglets.

//////////////// // //

// AgletSndr2 (in AgletSndr2.java)

//////////////// // //

package messaging;

import com.ibm.aglet.*;

import java.net.*;

public class AgletSndr2 extends Aglet{

public void run(){

try{

// get the aglet context

AgletContext context = this.getAgletCon te xt( );

// create an AgletRcvr instance

AgletProxy rcvr = context.createAg let (n ul l,

"messaging.AgletR cv r",

null);

// save the new aglet ID

AgletID remoteID = rcvr.getAgletID ();

System.out.prin tln (" Th e new agent has ID = " + remoteID);

// migrate the new agent

String remoteContext = "atp://127.0.0.1 :5 000 ";

URL url = new URL(remoteContex t) ;

rcvr.dispatch(u rl) ;

// get the remote proxy

AgletProxy remoteProxy = context.getAglet Pro xy (u rl,

remoteID);

// send a message to the remote agent

remoteProxy.sen dMe ss ag e(n ew Message("HELLO") );

}catch(Exceptio n e){

System.out.prin tln (" Ex cep ti on " + e);

}

}

}
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4.6 A sleeping aglet

In general, it is not p ossible to mak e an aglet sleeping, since threads should

not b e managed directly from the dev elop er. Y ou can use something simi-

lar, but more exp ensiv e, to sim ulate sleeping, that is deactiv ation: y ou can

deactiv ate and reactiv ate an agen t, but y ou m ust b e careful since deactiv a-

tion means that the agen t is serialized and its execution restarts from the

b eginning. This means that the follo wing co de will run inde�nitely:

import com.ibm.aglet.*;

public class agletF2 extends Aglet{

public void run(){

for(int i = 10; i > 0; i--){

System.out.println(i + " seconds left!");

try{

this.deactivate(1000);

}catch(IOException e){

System.out.println("Ops!");

}

}

}

}

Since, after a reactiv ation, the execution of the agen t restarts from the b e-

ginning of the run() metho d, the agen t will restart the for lo op from the

same p oin t (i.e., i = 10 ). Instead, the follo wing co de is correct and w orks:

import com.ibm.aglet.*;

public class agletF extends Aglet{

int i = 10;

public void run(){

for(; i > 0; i--){

System.out.println(i+" seconds left!");

try{

this.deactivate(1000);

}catch(IOException e){

System.out.println("Ops!");

}

}

}

}
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Nev ertheless, it should b e clear ho w deactiv ation cannot substitute the

sleeping mec hanism, and that making a thread to sleep will pro duce strange

e�ects on the whole platform (suc h as lo c king the message passing mec ha-

nism). This is due to the fact that the Aglets platform uses a set of threads

(i.e., a p o ol ) to w ork e�cien tly , th us the same thread can b e shared b y dif-

feren t agen ts. There is a trial feature, done with the metho d suspend(..)

of the class AgletProxy that can b e used as a sort of sleeping command.

Unfortunately , it do es not w ork y et, and in fact the follo wing agen t causes

the exception IllegalThreadStateException to b e thro wn:

import com.ibm.aglet.*;

public class agletZZ extends Aglet{

public void run(){

try{

for(int i = 10; i > 0; i--){

System.out.println(i+" seconds remaining");

this.suspend(1000);

}

}catch(AgletException e){

System.out.println("Ops!");

}

}

}

W arning on this co de example Please note that running the agen t

agletF2 will ha v e tremendous e�ects on y our system. Due to the Aglets

thread managemen t, y ou will not b e able to destro y (either b y killing or

deactiv ating or disp osing) the running agen t, while the latter will run forev er.

Ev en stopping an restarting the T ahiti serv er will not solv e the problem, th us

the only things y ou can do is to p erform a cle ar start (see the F A Q section)

or to man ually remo v e the sp o ol �le in the �le

$HOME/.aglets/sp o ol/ hostname@runningPort / agletID

and then restart the T ahiti serv er.

import com.ibm.aglet.*;

public class agletZZ extends Aglet{

public void run(){

try{

for(int i = 10; i > 0; i--){

System.out.println(i+" seconds remaining");

this.suspend(1000);

}
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}catch(AgletException e){

System.out.println("Ops!");

}

}

}
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App endix A

F A Q & Con�guration Files

This c hapter presen ts a list of F requen tly Ask ed Questions (F A Q) up date to

the curren t Aglets SDK a v ailable releases. Please note that there are other

a v ailable sources on the In ternet, but they could b e out of date or could

not include information ab out the latest releases. Please b e sure to refer to

this c hapter b efore an y other information source, and in case of problems or

troubles, refer to the o�cial site and to the mailing lists to p ost requests.

A.1 F A Q

This section presen ts a list of F requen tly Ask ed Questions ab out Aglets. The

list has b een c hanged from the old F A Q, since a lot of questions w ere related

to earlier v ersions.

� What do es A WB stands for?

A WB means Aglets W orkBenc h, and it w as the original name giv en b y

IBM to the Aglets platform and library . T o da y's common trend is to

use simply Aglets (with the capital 'A') to indicate b oth the library

and the platform, and to explicitly sp ecify the latter when required.

� What do es JAAPI stands for?

JAAPI means Ja v a Aglet API.

� What is Fiji?

Fiji w as a pro ject to enable Aglets capabilities in a w eb bro wser. So

far, the pro ject is no more main tained and a v ailable.

� What are the di�erences b et w een the IBM Aglets platform

and the op en source one?

IBM do es not man tain Aglets an ymore, th us the v ersion y ou can do wn-

load b y their serv er is the 1.03 (or 1.1 b eta), while the v ersion a v ailable

at SourceF orge is greater than 2. Of course, the op en source v ersion is
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more up dated and functional than 1.03 v ersion, th us y ou should use it.

F urthermore, the v ersion of IBM w as though t as commercial soft w are,

that means y ou requires a license to run it.

� Can I run Aglets on Ja v a 2 (JDK1.2 +)?

Y es, of course, and in fact this man ual is though t to run Aglets o v er the

Ja v a 2 platform. The �rst v ersions of Aglets w ere dev elop ed o v er Ja v a

1 (JDK 1.3), and often this causes confusions to newbies. Running

Aglets 2 o v er Ja v a 2 is the b est w a y to get the platform w orking.

� Are there an y arc hiv es of the Aglet Mailing list?

Y es, visit the Aglets w eb page at sourceforge.net to get information

ab out mailing lists, arc hiv es and ho w to subscrib e.

� I need some help! What should I do?

Reading this man ual is a go o d start. Unfortunately , at time of writing

this man ual there are not a lot of do cumen tation sources a v ailable.

There are still a few pages at the IBM T oky o Researc h Lab oratory

w eb site, but they are quite old and no more main tained. See the

Aglets w eb site at sourceforge.net to get on-line help.

If y ou need to rep ort some problems or bugs to the mailing lists, please

include as m uc h information as p ossible, in order to allo w other par-

ticipan ts to understand the problem. Information y ou should:

1. the v ersion of the platform;

2. the op erating system;

3. the path where y ou ha v e installed the platform (for example

/home/luca/aglets);

4. the exception stac k trace (if an exception is thro wn);

5. in case of a SecurityException , the con ten t of the java.policy

�le;

6. the co de that y ou b eliev e is causing the misb eha ving;

7. a dump of the follo wing en vironmen t v ariables (if set up): CLASS-

P A TH, JDK_HOME, JA V A_HOME, A GLETS_HOME. Y ou can

obtain the v ariable v alues writing in a console:

# Unix - Linux

echo $CLASSPATH

echo $JDK_HOME

echo $JAVA_HOME

echo $AGLETS_HOME

# Windows

echo %CLASSPATH%
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echo %JDK_HOME%

echo %JAVA_HOME%

echo %AGLETS_HOME%

Be quite and p olite when asking help, nob o dy w an ts to b e b othered

with others' problems. If y ou �nd the answ er b y y ourself, p ost a mes-

sage as a reply to indicate the answ er; it will b e in teresting for other

p eople and will let them to not w aste their time. Finally , do not rep eat

the message if y ou do not get an immediate answ er, let p eople the time

to understand and to reply .

� Are there an y public Aglets serv ers I can send m y aglets to?

There w ere a few trials ab out a public aglet serv er, but at the b est of

our kno wledge, there is no one serv er running no w.

� When I launc h T ahiti I get: �Please set HOME en vironmen t

v ariable!�

This indicates an abnormal situation in y our op erating system: c hec k

that the HOME v ariable p oin ts to y our home directory . Con tact y our

system administrator to �x this problem, that is not related to Aglets.

� When I try to access a lo cal �le with m y aglet the serv er

thro ws ja v a.jang.Securit yException although all the necessary

p ermissions are set.

There is a little kno wn feature of T ahiti (OK, call it a bug ;) that

when T ahiti is installed, it creates a securit y domain "�le:///*/" and

all p ermissions are giv en to this domain. It should mean that an y aglet

ha ving its co debase on this mac hine can access an y �le. But it's not

true. Y ou ha v e to create another securit y domain describing exactly

the path to the co debase of the aglet, gran t necessary p ermissions and

then it w orks.

� When I try to get m y Aglet to access the �le 'test.txt' I get

a FileNotF ound exception

When attempting to op en a �le, an y path to a �le is relativ e to the

directory from whic h the Aglet w as created. Therefore, the solution is

that y ou should sp ecify the �le absolute name lik e this:

FileInputStream inputStream = new FileInputStream("c:/test.java");

Y ou can use a single slash (/) in Unix lik e systems and Windo ws, or

y ou can sp ecify a double bac kslash in Windo ws.

� Can I run T ahiti with no net w ork connection on Microsoft

Windo ws 95?

Y es, ev en if this system is quite old and I suggest y ou to run Aglets
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o v er a new er v ersion (ha v e y ou ev er though t passing to Lin ux?). If

y ou ha v e troubles running Aglets o v er Microsoft Windo ws 95, try the

follo wing:

1. edit the hosts text �le that is under the WINDOWS folder and add

the lo opbac k address en try: 127.0.0.1 localhost ;

2. start T ahiti with the -resolve option.

� I w an t to send m y aglet around to lots of di�eren t hosts and

to p op up a windo w at eac h host, but when I try nothing

happ ens, or I get an exception.

A p ermission to create top lev el windo w is giv en to an y aglet in default

aglets securit y p olicy . If y ou w an t to mo dify securit y preferences, do

the follo wing instructions on ev ery host where y our aglet will visit.

A dd the follo wing line in to �les "aglets.p olicy":

permission java.awt.AWTPermission "showWindowWithoutWarningBanner ";

� Wh y w ould not m y stand-alone serv er tak e m y en vironmen t

v ariables in to accoun t? This is a feature of the stand-alone serv ers,

whic h is they do not tak e the Aglets related en vironmen t v ariables in to

accoun t b y default. Y ou should explicitly put the A GLET_P A TH and

A GLET_EXPOR T_P A TH on the ja v a command-line when launc hing

a stand-alone serv er (as far as w e kno w, at least). F or example under

*nix, if y our serv er is called StandAloneServer :

java -Daglets.class.path=\$AGLET_ PATH \

-Daglets.export.path=\$AGLET _EXPO RT_PA TH StandaloneServer

� Can an aglet p erform SNMP op erations? Y es - an aglet can

p erform SNMP op erations b y using a Ja v a class that pro vides SNMP

op erations and that can b e serialized. A go o d pac k age to lo ok at is

jmgm t - it is small, straigh tforw ard, and has all source included. It is

a v ailable from

http://i31www.ir a.uka.de/�sd/manager/jmgmt/ .

Go o d o v erviews of v arious pac k ages can b e found at:

http://www.mindspring.c om/�jlindsay/javamgmt.html

http://wwwsnmp.cs.utwente.nl/softwar e/pub domain.html

Some of the pac k ages use threading- and y ou ha v e to b e careful when

y ou serialize agen ts that use threads. The other big restriction on some

of the pac k ages is that they ha v e commercial licenses, ev en if y ou are

doing not commercial researc h activit y .
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� Ho w can an aglet b e used as a HTTP Serv er?

First, tak e a lo ok to the example agen t WebServerAglet.java shipp ed

with the Aglets platform examples. Please note that using an aglet as

an HTTP serv er has a few dra wbac ks: dev eloping an HTTP serv er is

not a trivial task and it is sub ject to securit y risks, th us y ou should b e

sure of the qualit y of y our serv er b efore making it a v ailable to third

parties. F urthermore, ev en if the Aglets platform has a go o d thread

system, it can handle threads in a w a y that do es not �t v ery w ell y our

needs. Finally , running an HTTP serv er em b edded in an aglet, means

that y our serv er will b e a v ailable through the Aglets running p ort. F or

example, if y ou are running T ahiti at the host myHost , p ort 4434 (the

default for T ahiti), y ou will b e able to reac h y our HTTP serv er at the

address http://myHost:4434/ .

Y ou m ust also set the options in T ahiti as sp eci�ed in the commen ts.

If y ou are co ding/adapting the sample - mak e sure to include the line:

getAgletContext().setProperty("name.test", getAgletID());

since this is ho w T ahiti iden ti�es the aglet to forw ard the HTTP request

to.

Another option is to lo ok at using Fiji. The disadv an tage is that the

status of Fiji is uncertain righ t no w. Another option is to lo ok at �nd-

ing/co ding Ja v a classes to listen for incoming HTTP requests. There

are quite a few HTTP serv ers written in Ja v a out on the w eb. De-

p ending on the requiremen ts for the w eb serv er (i.e., resp onse time,

threading, etc.), there are a few di�eren t serv ers to use.

� Can an aglet w ork with other Serv ers (HTTP , FTP , etc)?

The general answ er to this question is �y es�. Nev ertheless, b efore start

dev eloping y our aglet-based serv er/clien t, y ou should tak e care of a

few things. First of all, y ou m ust kno w the proto col, or at least y ou

m ust ha v e a Ja v a library to in terface to the proto col. The Ja v a classes

used (in the case) b y the aglet m ust b e compatible with the JRE and

the Aglets library v ersion y ou are running, and most imp ortan t, if

they m ust tra v el with the aglet, they m ust b e serializable. The latter

requiremen ts (serialization), can b e o v ertak en if the aglet will b e sta-

tionary on a sp eci�c host, th us it will nev er b e serialized (of course,

this is true if y ou will nev er deactiv ate the aglet!).

� Ho w do es Aglets determine a hostname?

Using the con�guration of y our system, t ypically using the DNS (Do-

main Name System).

� Can an aglet use SSL?

(F or some go o d bac kground information on the securit y mo del c hec k
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the aglets b o ok in Chapter 10) It dep ends on the a v ailabilit y of SSL

Ja v a libraries, and ho w they are compatible with the Aglets library

y ou are running.

� Ho w is memory used when a message is sen t b et w een t w o

aglets?

Y ou can monitor the memory activit y using the T ahiti memory to ol:

op en the T o ols men u and then select the option Memory Usage .

� Ho w can the sleep op eration b e used in an aglet?

Please note that threads are hidden to aglets, th us y ou should not use

normal Ja v a thread op erations in y our aglets. Y ou should use a timer

or something similar to obtain the required feature. Using sleep(..)

is dangerous, since the message passing mec hanism will b e lo c k ed un til

the sleeping thread w ak es up. There is an exp erimen tal feature, called

suspend(..) that could w ork. T ak e a lo ok at Section 4.6.

� Ho w can lo cal and remote Aglets disco v er eac h other and

comm unicate?

There are a few options a v ailable to attempt to disco v er remote con-

texts, dep ending on what y ou need to do.

If y ou w an t to create a lo cal agen t, dispatc h it to a remote con text

and comm unicate with the no w remote agen t, y ou need to get the

remote agen t pro xy . The pro xy disco v ering can b e done with the MAF

arc hitecture (at the momen t there is no do cumen tation on ho w to use

the MAFFinder in y our programs). Another option is to man ually

k eep a trac k of where y our remote agen ts are, and this can b e useful

to build critical mission systems, where the MAF arc hitecture can fail

do wn.

See the co de example sections.

� I got a message similar to java.util.MissingR esour c eExc eption:

Can 't �nd bund le for b ase name tahiti, lo c ale en_US but I

do not kno w ho w to �x it.

As y ou can see the problem is caused b y the ResourceBundle class,

whic h is used for lo calization. If y ou lo ok in the lib directory of y our

Aglets installation, y ou can see a text �le called tahiti.properties ,

whic h con tains men u and button en tries for the T ahiti windo w. Y ou

ha v e to set y our CLASSP A TH to the lib directory , th us the ab o v e �le

can b e read b y the ResourceBundle class.

� I w an t to add an agen t to the agen t list, th us when I clic k on

the Cr e ate button I can c ho ose it directly . Ho w can I do this?

The �rst and common w a y of doing it is through the creation dialog
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windo w. Otherwise y ou can write the agen t in a text �le, placed in the

user's home directory , and in particular in

$home/.aglets/users/username/aglets.properties

and add the agen t class name to the line that con tains the prop ert y

aglets.agentList . Class names m ust b e add as separated b y a blank

space, without new line c haracters.

� What is FIP A?

FIP A means F oundation for In telligen t and Ph ysical Agen ts, and is

a no-pro�t organization that de�nes agen ts' standards, suc h as com-

m unication languages (called A CLs), in terop erabilit y proto cols, and so

on.

� Is Aglets 2.0.2 FIP A complian t?

No. Aglets is not FIP A complian t, since it has b een dev elop ed when

FIP A w as only a prop osal. F urthermore, in those da ys, there w as

another standard: the MASIF (Mobile Agen t Systems In tercomm uni-

cation F acilit y). Due to this Aglets is MASIF complian t, ev en if there

is not a lot of do cumen tation (or b etter, there is no do cumen tation)

regarding MASIF in Aglets and ho w w ell it w orks. It m ust b e noticed

that Aglets is RMI complian t, th us y ou can use it in com bination with

the Ja v a's RMI services. Please note that the fact that Aglets is not

FIP A complian t do es not mean that dev elop ers do not w an t that stan-

dard, it is simply a dev eloping lac k! Ma yb e one da y Aglets will b e

FIP A complian t...

� Is FIP A so imp ortan t?

It is di�cult to answ er to this question, since it dep ends on a lot of

opinions and p oin t of views. FIP A is in general go o d, but as most of

the standards, it could not re�ect what dev elop ers really w an ts (usually

simplicit y and p erformance). It dep ends on what y ou are going to

dev elop if Aglets can b e the righ t c hoice: if y ou ha v e to in terop erate

with a FIP A systems, please c ho ose a FIP A complian t platform (suc h as

JADE). Ho w ev er, please note that there are other platforms whic h do

not adhere to the FIP A standard, suc h as DIET, while other platforms

implemen ts b oth FIP A and MASIF (suc h as Grasshopp er).

� Do I need to install Aglets on ev ery mac hine I w an t to send

an agen t to?

Y es, or at least y ou ha v e to write a program whic h can act as an agen t

serv er (i.e., a T ahiti substitute) b y y our o wn. The fastest w a y to get

y our aglets running is to install Aglets on ev ery host y ou w an t to send

agen ts to.
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� Is there another source of do cumen tation? I often hear some-

thing ab out the Aglets b o ok...

Y ou can �nd a few w eb pages o v er the In ternet that discuss sev eral

Aglets related argumen ts, but please tak e care that these pages could

b e out of date (i.e., to o old regarding the Aglets v ersion y ou are run-

ning). There is an Aglet b o ok, Programming and deplo ying Ja v a (TM)

Mobile Agen ts with Aglets, b y Dann y B. Lange and Mitsuru Oshima,

but it is old (it is related to the Aglets 1.0 v ersion), and a lot of things

ha v e c hanged since it has b een published. I don't b eliev e y ou need the

Aglets b o ok to dev elop agen ts using Aglets.

� Can Aglets run o v er a PD A or a smart device?

Smart devices usually ha v e limited JVMs (except if y ou install Lin ux

F amiliar and Ka�e), th us it is di�cult to install and run Aglets as it is.

A ctually , w e are planning on the migration of T ahiti o v er PD As, and

ma yb e a F A Q ab out the use of Aglets and PD As will b e a v ailable so on.

Here y ou can �nd a w eb pro ject related to the Aglets 1.0.3 v ersion:

h ttp://siul02.si.eh u.es/�jirgb dat/F A CILITIES/PD As/principal_Ingles.h tml

� Ho w man y agen ts can run o v er the same instance of T ahiti?

It dep ends on ho w p o w erful is y our run-time. Aglets exploits a go o d

threading system, without mapping ev ery agen t in a separated thread,

but using instead a single thread for m ultiple agen ts. This means that

the n um b er of agen ts y ou can create is not directly dep enden t on the

n um b er of threads y our JRE supp ort. F urthermore, due to the message

arc hitecture of Aglets, where a thread is assigned to eac h message to

b e pro cessed, the n um b er of supp orted agen ts (and their p erformance)

dep ends on the use of messages that curren tly running agen ts are doing.

� I ha v e agen ts dev elop ed with the 1.x v ersion of Aglets, can I

run them with the 2.x v ersion?

So far, there is no kno wledge of incompatibilit y among agen ts dev el-

op ed with di�eren t ma jor v ersions, ev en if it is p ossible that old agen ts

do not run. The �rst thing to try is to recompile the old agen t (if

p ossible) with the new API. If y ou kno w or �nd some incompatibilit y ,

please send a message or write a bug rep ort.

The main di�erence b et w een the 1.x and the 2.x series, is the use of

the Ja v a 2 securit y mec hanism: the old 1.x v ersion did not use it, while

the 2.x v ersion do, leading to a more Ja v a 2 complian t application.

� It seems as the an t �le is corrupted, what can I do? (only for

*nix op erating systems)

Chec k if the build.xml con tains an y DOS carriage return c harac-

ters, and clean the �le with the dos2unix command. If it is still
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not w orking, try do wnloading a new er v ersion of Apac he An t from

h ttp://www.apac he.org.

� I try to start m y T ahiti serv er using command agletsd -f

myAglets.props , but I got error messages Out of environment

space . What do I ha v e to do? (only for MS Windo ws op erat-

ing systems)

Y ou ha v e at least t w o p ossible w a ys of extending the memory space: (i)

c hange the size of the argumen t of the /E: parameter for command.com

in the config.sys shell setting. F or instance, set of the size of en vi-

ronmen t v ariables to 512 b ytes, sp ecify:

SHELL=C:\COMMAND.COM C:\ /P /E:512

// Maximum is 4K:

SHELL=C:\COMMAND.COM /E:4096 /P

Y ou can add this to y our config.sys �le. If this do es not w ork, try

c hanging the en vironmen t v ariables of the MS-DOS prompt accessing

the memory section of the Pr op erty of the prompt icon.

� I got an AccessControlException , what do I ha v e to do?

This exception is thro wn when y our co de is trying to execute an op-

eration for whic h it has not enough righ ts (for example, it is trying

to op en a serv er-so c k et). Ha v e a lo ok to y our p olicy �le, and try us-

ing the sample shipp ed with Aglets, that can b e installed running the

install-home option of An t.

� Is there a w a y to directly log-in to T ahiti without inserting a

username and a passw ord?

Y es. Y ou ha v e to sp ecify the username and the passw ord to use in

a prop erties �le, and then y ou ha v e to launc h T ahiti sp ecifying the

prop erties �le to use. First of all, place the username and the passw ord

in the prop erties �le:

aglets.owner.name=aglet_key

aglets.owner.password=aglets

where aglet_k ey and aglets are the username and the passw ord existing

in the k eystore; substitute them with the couple y ou w an t to use.

Launc h T ahiti as in

agletsd -f /path/to/the/properties/file

th us T ahiti will not prompt y ou for the username and the passw ord.

Please note that this option is enabled with the default prop erties �le,

cnf/aglets.props , but y ou ha v e to explicitly pass the �le to the T ahiti

command line.
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Please tak e in to accoun t that storing a passw ord in a plain text �le is

not a go o d securit y design, th us b e carefull with p ermission of suc h �le

(i.e., nob o dy except y ou should ha v e read/write access to the �le).

� Wh y the k eystore con tains [an aglets_key and anonymous ] k ey

pair?

Aglets requires that eac h agen t has an o wner. When y ou log in to

T ahiti, y ou are implicitly sa ying that all agen ts created through the

T ahiti user in terface will ha v e �y ou� as o wner. Eac h aglet will ha v e, as

attac hmen t, the k eystore data to recognize its o wner, and this is the

reason wh y y ou m ust to log in to T ahiti, b efore y ou can create an y

agen t.

No w think at what happ ens when y our platform is receiving an agen t

from an external source, that could b e another agen t platform. In this

case, y ou do not ha v e in y our k eystore creden tials ab out the o wner,

since these creden tials ha v e b een stored in the source platform. T o

solv e this problem, the anon ymous k eypair is used, and this is the

reason wh y the k eystore comes with pre-set k eys.

Please note that, ev en if it is p ossible to assign p ermissions on the base

of the o wner rather than the simple co de base, this feature do es not

seem to w ork v ery w ell.

� Can I disable securit y c hec ks in T ahiti?

First of all ask y ourself if y ou really need to run T ahiti without secu-

rit y settings; this is strongly unrecommended for pro duction mac hines.

Nev ertheless, if y ou are sure y ou w an t to do this, edit the aglets.props

�le and set the prop ert y aglets.secure to false .

� Can I c hange the logging system?

Aglets is curren tly using Log4J; the logger class is determined b y the

v alue of the prop ert y aglets.logger.class , th us y ou can c hange the

logger simply c hanging the ab o v e prop ert y in the aglets.prop �le.

The Jak arta Log4J class is or g.aglets.lo g.lo g4j.L o g4jInitializer , but y ou

can c hange it to another, suc h as

� or g.aglets.lo g.c onsole.ConsoleInitializer , that prin ts ev erything to

the STDOUT (y ou should redirect or pip e to analyze output), or

� or g.aglets.lo g.quiet.QuietInitializer that suppresses most of the

logging output.

� Is there an y debugging capabilit y?

A ctually no. I suggest y ou to use smart prin ting functions, to under-

stand what is happ ening to the co de. Y ou can try also using the Ja v a

DeBugger (jdb), but it could b e quite di�cult.
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� Do I need an y sp ecial library to compile the source v ersion of

Aglets?

In general no, but y ou could need a few libraries lik e log4j in y our

classpath. If y ou ha v e an y error, please rep ort it to the mailing lists.

� Ho w can an aglet transp ort a �le from one host to another?

This is an often ask ed question o v er all the aglets mailing lists, therefore

please read this p oin t b efore asking it b y y ourself. An aglet cannot

transp ort an ything that is not a Ja v a serializable ob ject, that means

y ou ha v e to transform y our �le in to a Ja v a serializable ob ject. The

kind of the ob ject dep ends on y our needs. F or example, if y ou ha v e

to transp ort a text �le, y ou can read all the �le and place its con ten t

in to a string (i.e., java.lang.String ). If the �le is a binary one, y ou

ha v e to translate it in to a p ortable ob ject, ev en a MIME one. Please

do not try to migrate a File ob ject, since it will not w ork! The most

e�cien t w a y to transform a �le in to an ob ject dep ends on what y our

application m ust do, and I suggest y ou to ha v e a lo ok ev en at the

SO AP or an y other XML based do cumen t form. Finally , please tak e

care that if the �le is a v ailable b y a net w ork �lesystem (suc h as AFP ,

SMB, NFS), y ou do not need to migrate the �le at all, but simply to

adjust the �le name on the destination.

� Can I use HTTP messaging among aglets?

Please note that y ou can implemen t an y kind of net w ork messaging

in Aglets, from standard so c k ets, to HTTP , SO AP , RMI, etc. But

it is on y our o wn to implemen t suc h w a y of comm unications; y ou

can ha v e a lo ok at the co de a v ailable at the aglets-net pro ject (see

http://sourceforge.net/projects/agletsnet ).

� Is there a w a y to exc hange data among agen ts?

Y es, y ou ha v e to send messages con taining the data y ou w an t to ex-

c hange, but please tak e care of the serializabilit y of y our ob jects, since

the messaging system allo ws only serializable messages.

� Is it p ossible to run m ultiple con text o v er the same serv er?

Ho w can I do that?

The general answ er to this question is y es, ev en if T ahiti curren tly do es

not allo w users to create m ultiple con text. Please note that this do es

not mean that it cannot handle m ultiple con texts, and in fact y ou can

dev elop an agen t in c harge of creating m ultiple con texts for y ou. T o

do this, use the createContext(..) metho d of the AgletsRuntime

class. When w orking with m ultiple con text, tak e care of the URL for

dispatc hing agen ts to a sp eci�c con text: place the con text name after

the mac hine address, suc h as atp://machineAddress/contextName .
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� Ho w can I mo v e an agen t among di�eren t con texts?

Y ou can use the A TP migration proto col, sp ecifying the same address

but c hanging the URL in order to re�ect the destination con text.

� Can an Aglet comm unicate with a Servlet?

Y es, tak e a lo ok at the co de b elo w (written b y Angsuman Dutta):

public void run(){

try{

URL server=new URL("http://loca lh ost :8 100 /s er vle t/ " +

"FirstServlet");

URLConnection con = server.openConne ct ion () ;

con.setDoOutput(t ru e);

con.setUseCaches( fa lse );

Calendar rightNow = Calendar.getInst an ce( );

ObjectOutputStrea m request = new ObjectOutputStrea m( new

BufferedOutputS tre am (c on. ge tOu tp ut Str ea m( ))) ;

StringBuffer d=new StringBuffer("<?x Na meV da ml version=" +

"\"1.0\" encoding=\"UTF-8 \" ?> ");

d.append("<Name>" );

d.append("dude");

d.append("</Name> ") ;

String data=d.toString () ;

String msgtype="xmlFil e" ;

String [] msg=new String[2];

msg[0]=msgtype;

msg[1]=data;

request.writeObje ct (ms g) ;

request.flush();

request.close();

ObjectInputStream response = null;

Object result = null;

response = new ObjectInputStrea m(

new BufferedInputSt rea m( co n.g et In put St rea m( )) );

// read response back from the server

result = response.readOb je ct( );

}

catch(Exception e){

System.out.printl n( e);

}

}

� Can I dev elop an agen t serv er on m y o wn? Ho w can I em b ed

the Aglets tec hnology in to m y application?

Y ou can dev elop an agen t serv er b y y our o wn, and this will allo w

72



y ou also to em b ed the Aglets tec hnology in y our applications. Before

p osting an y question ab out ho w to write an agen t serv er, y ou should

carefully ha v e a lo ok at the ServerApp.java source co de a v ailable with

the source co de pac k age.

When dev eloping y our o wn serv er, y ou should tak e in to accoun t a

few issues. There can b e authen tication problems, that means y ou

could b e unable to log in to the serv er as y ou are used to do with

T ahiti. T o o v ertak e this problem, someone has suggested to hardco de

the couple username/passw ord in the serv er source �le. Moreo v er,

y ou can catc h some exception due to the una v ailabilit y of fon ts; if this

happ ens remo v e the follo wing lines from the Tahiti.initializeGUI()

metho d:

try {

Class.forName("sun.awt.PlatformFont"); // for 1.1

} catch (Exception ex) {

ex.printStackTrace();

}

When dev eloping y our o wn serv er, y ou ha v e to tak e care ab out prop-

erties and p ermissions, th us the new serv er can access all prop erties

and can act as a real T ahiti substitute. F urthermore, remem b er that

eac h agen t m ust b elong to one con text, that means y ou ha v e to create

a con text �rst, then y ou can create agen ts or other con texts. The fol-

lo wing piece of co de has b een written as an example b y Gusta v o Nucci

F ranco:

import com.ibm.atp.daemon.*;

import com.ibm.aglet.system.*;

import com.ibm.aglet.*;

import java.net.*;

public class xAgletContext{

public AgletContext context;

public int portNumber;

public xAgletContext(int pn){

portNumber = pn;

String [] arg = {"-port", String.valueOf(portNumber)};

Daemon daemon = Daemon.init(arg);

AgletRuntime runtime = AgletRuntime.init(arg);

context = runtime.createAgletContext("");

daemon.start("aglets");

context.start();
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context.addContextListener(new CL());

}

class CL extends ContextAdapter{

//You should implement listeners' events to monitor

//the life cycle of your aglets here

}

}

If y ou get a

java.lang.ExceptionInInitiali zerEr ror: java.lang.NullPointerException

related to the LogInitializer.getCategory(Unknown Source) , the

logging system cannot b e loaded and initialized statically . T ry this:

String initName = System.getPrope rt y( "ag le ts. lo gg er. cl as s",

"org.aglets.log .qu ie t. Qui et In iti al ize r" );

Class.forName(in itN am e) ;

that will load the logger, making the exception disapp ear.

Another example of a serv er can b e the follo wing:

// usage: java SimpleServer <keystore> <policy>

// <username> <password> <port>

import java.net.*;

import java.util.*;

import com.ibm.aglet.*;

import com.ibm.aglets.* ;

import com.ibm.aglets.t ahi ti .* ;

import com.ibm.maf.*;

public class SimpleServer{

com.ibm.aglet.sys te m. Agl et Ru nti me runtime;

private String username;

private String password;

private String port;

private String keystore;

private String policy;

AgletContext context;

MAFAgentSystem maf_system;

public SimpleServer(Stri ng args[]){

try{

// get all parameters

keystore = args[0];

policy = args[1];

username =args[2];
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password = args[3];

port = args[4];

}

catch (Exception ex){

ex.printStackTr ac e() ;

}

}

public void setup(){

Properties props = System.getPropert ie s() ;

// Setup properties

props.put("atp.re so lve ", "true");

props.put("atp.us ei p", "true");

props.put("maf.po rt ", port);

props.put("maf.pr ot oco l" , "atp");

props.put("java.p ol icy ", policy);

props.put("aglets .k eys to re .fi le ", keystore);

props.put("maf.fi nd er. po rt ", "4435");

props.put("maf.fi nd er. ho st ", "localhost");

props.put("maf.fi nd er. na me ", "MAFFinder");

props.put("aglets .l ogg er .c las s" ,

"org.aglets.log.c on sol e. Co nso le In iti al ize r" );

props.put("aglets .l ogf il e" , "aglets.log");

String initName = System.getPrope rty (" agl et s. log ge r. cla ss ",

"org.aglets.log.c on sol e. Co nso le In iti al ize r" );

try{

Class.forName(i ni tNa me );

}

catch (ClassNotFoundEx ce pt ion ex){

ex.printStackTr ac e() ;

}

}

public void start(){

this.setup();

runtime = runtime.init(nul l);

runtime.authentic at eOw ne r( use rn am e, password);

maf_system = new MAFAgentSystem_A gle ts Imp l( ru nti me );

String protocol = "atp";

try{

MAFAgentSystem. in itM AF Ag ent Sy st em( ma f_s ys te m, protocol);

// use Tahiti classes to initialize

Tahiti.installF ac tor ie s( );

Tahiti.installS ec uri ty () ;

// create context

context = runtime.createAgl et Co nte xt ("" );

MAFAgentSystem. st art MA FA gen tS ys tem (m af_ sy st em, protocol);
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//start context

context.start() ;

}

catch (MAFExtendedExce pt io n ex){

ex.printStackTr ac e() ;

}

}

public static void main(String[] args){

SimpleServer simple = new SimpleServer(args );

simple.start();

}

}

� Can I use IP addresses instead of DNS names for URLs?

Y es, and in some situations it is suggested y ou do that. F or example,

if y ou are w orking with mac hines not registered in a DNS; y ou should

use IP addresses instead of host names.

� I can send an agen t to another mac hine but I cannot retract

it bac k. Dispatc hing the agen t other the same mac hine raises

a RequestRefusedException . Ho w can I solv e this?

It is probably a problem of DNS. T ry using IP addresses in the URLs

or to add the mac hine name and address to eac h hosts �le.

� I need to �x the securit y p olicies of m y serv er, but I don't

kno w ho w to kno w the co debase agen ts are running from.

Y ou can get the co debase dev eloping a simple agen t that executes:

try {

URL codeBase =

((Aglet)this.getProxy().getAgletInfo().getCodeBase();

System.out.println("codeBase: " + codeBase);

} catch (InvalidAgletException e) {

System.out.println("InvalidAgletException");

}

Please b e a w are that, if y our hostname c hanges (e.g., c hange of the

net w ork, ISP , etc.), y our p ermissions m ust b e set up again, b ecause

y our co debase c hanges accordingly to the hostname. F urthermore,

consider that co debase are not in terpreted but they are treated lit-

erally . This means that if y our hostname is myHost , using myHost

or myHost.myDomain is not the same, ev en if the letter is the full

quali�cation of the former.
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� I c hec k ed p ermissions, but I still got an exception related to

them.

T ry placing p ermissions also in the securit y �les in to the $HOME/.aglets

directory .

� When I execute agen ts I got No inte grity Che ck b e c ause no

se curity domain is authentic ate d .

This is a w arning message, and y ou can ignore it. It simply rep orts

that y ou ha v en't set up a securit y domain.

� Sometimes, running particular agen ts or dispatc hing them, I

got exception related to the class loading, e.g.,

ClassNotFoundException ,

ClassFormatException ,

etc. Ho w can I �x it?

T ry adding y our library jar to the classpath, ev en in the T ahiti prop-

ert y . If this do es not w ork, try adding the unjared classes to the public

ro ot.

� Can I a v oid a few references to b e serialized?

If y our agen t declares a few references as tr ansient , then they will

nev er b e serialized during the aglet tra v el. This do es not mean that

they will b e remo v ed b y the agen t, but simply that they will b e �reset�

to a n ull v alue on the destination, that means y ou ha v e to c hec k (and

in case, recreate) references in the onCreation(..) metho d (or in y our

mobilit y listener).

� Can an Aglets w ait for a sp eci�c message b efore con tin uing

its execution?

Y es, but it is not v ery simple. Y ou can deactiv ate the aglet, w aiting

for an incoming message and then restarting its execution.

� When I try to launc h m y agen t I got a ClassNotFoundException .

It means that the Aglets run time cannot �nd y our agen t class. First

of all, b e sure that y our classes and pac k ages are stored in the public

ro ot, that is usually $AGLETS_HOME/public ; if it is still not w orking,

try man ually setting y our classpath to include y our classes, and then

restart the serv er. If it is still not w orking, try making a jar of y our

classes and place it in the lib directory of y our Aglets installation.

� If I prin t information ab out an aglet pro xy , I get something

lik e Aglet [invalid] , and the pro xy is not w orking. Ho w can

I �x it?

Y ou should use the pro xy's id, instead of storing the pro xy in a com-

plex data (suc h as an hash map, a v ector or an arra y), since using
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data structures to store pro xies can in v alidate them, since the agen t

situation can c hange. The agen t and pro xy id is unique, th us y ou can

alw a ys get the pro xy bac k starting from the id.

� Can I use static initializers in m y agen ts?

Y ou should a v oid static initializers, since if y our agen t migrates, the

initializers will not b e re-executed. In particular, this can cause prob-

lems with transien t v ariables, th us y ou should absolutely place y our

initializers in the onCreation(..) metho d.

� Is it p ossible to a v oid that deactiv ated agen ts are automati-

cally reactiv ated when T ahiti restarts?

Y es, edit the prop erties �le and set the cleanstart parameter to true .

A.2 Con�guration Files

This c hapter con tains examples of con�guration �les, that can help y ou to

c hec k the set-up of y our Aglets platform.

The aglets.props �le

The follo wing is the default aglets.props con�guration �le shipp ed with

the Aglets platform

# (mandatory) A path under where aglets is installed. Set on command

# line by agletsd but can be overridden here.

#aglets.home=d:\\aglets\\aglets 1_2

# (optional) A path to the directory under where ".aglets"

# directory resides. This is also where your KEYSTORE must be.

# default: $HOME (unix) or %HOME% (win32)

#user.home=

# (optional) Location of aglets.policy file,

# default: (user.home)/.aglets/security/ agle ts.po licy

#java.policy=

# (optional) Which protocol to use(atp or rmi)

# default: atp

#maf.protocol=atp

# (optional) Port number used by agents server.

# default: 4434

#maf.port=4434

# (optional) Host name of Finder used to register/lookup

# the locations of agents.

# default: Not used

#maf.finder.host=artemis.trl.ib m.co m
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# (optional) Port number of Finder used to register/lookup

# the locations of agents.

# default: 4435

#maf.finder.port=4435

# (optional) Registry name of the Finder.

# default: MAFFinder

#maf.finder.name=MAFFinder

# (optional) verbose output

# default: false

#verbose=true

# (optional) Default search path for class files.

# Windows: ';' separated path list

# Unix: ':' separated path list

# default: (aglets.home)/public

#aglets.class.path=

# (optional) Directory which are exported to other aglets servers.

# default: (aglets.home)/public

#aglets.public.root=C:\\Aglets\ \pub lic

# (optional) Aliases used for codebase of aglets.

#aglets.public.aliases=\

# ~tai=/home/tai,\

# ~mima=/home/mima

# (optional) If false, every activities of aglets in the server

# will be allowed.

# default: true

aglets.secure=true

# (optional) Class name of an AgletContextListner (Viewer)

# To run server with no UI, set null.

# i.e. "aglets.viewer="

# default: com.ibm.aglets.tahiti.Tahiti

# (ALT: com.ibm.aglets.tahiti.CommandLin e)

#aglets.viewer=com.ibm.aglets.t ahit i.Tah iti

# (optional)

aglets.logfile=aglets.log

# (optional)

# default: false

#aglets.cleanstart=false

# (optional) Comma(,) separated list of URLs(or class names) of aglets

# which should be created just after the server starts.

#aglets.startup=

# examples.hello.HelloAglet,\

# atp://yourhost:434/examples.h ello .Hell oAgl et

# (optional) Resolve the domain name of the host by querying DNS server.
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# default: false

#atp.resolve=false

# (optional) TCP/IP domain name of the host

#atp.domain=calivera.com

# (optional) Set server's hostname to "localhost". This is useful if

# the host does not have any network adapter.

# default: false

#atp.offline=true

# (optional) Authenticate other servers when the server try to communicate

# each other. Servers form security domains.

# default: false

#atp.authentication=false

# (optional) Use secure random seed generation which is provided by JDK.

# If this is set to false, aglet server uses a proprietary one,

# which is insecure but fast.

# default: true

#atp.secureseed=true

# (optional) User servers IP address in server URL instead of

# logical name. This is useful if you don't have a DNS entry.

# default: false

#atp.userip=true

# User ID for authorization. This key must exist in your keystore.

# See keytool documentation for info on creating entry. (genkey)

aglets.owner.name=aglet_key

# Password for above user ID. Must be same as entered as the key password

# used with keytool.

aglets.owner.password=aglets

# Keystore password. Same as used with keytool.

aglets.keystore.password=aglets

# Logger class for ASDK.

# For log4j - org.aglets.log.log4j.Log4jInit ializ er

# For output to standard out - org.aglets.log.console.ConsoleIn itia lizer

# For quiet - org.aglets.log.quiet.QuietInit ializ er

# Default: org.aglets.log.quiet.QuietIni tial izer

aglets.logger.class=org.aglets. log. log4j .Log 4jIni tiali zer

#aglets.logger.class=org.aglets .log .quie t.Qu ietIn itial izer

#aglets.logger.class=org.aglets .log .cons ole. Conso leIni tial izer

The agletslog.xml �le

The follo wing is the default agletslog.xml con�guration �le shipp ed with

the Aglets platform
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<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE log4j:configuration SYSTEM "log4j.dtd">

<log4j:configuration>

<!-- Layout does not use location info and is faster. -->

<appender name="CONSOLE" class="org.apache.log4j.Console Appen der" >

<layout class="org.apache.log4j.Patter nLay out">

<param name="ConversionPattern" value="%d{ABSOLUTE} %-5p [%t] %c{2} - %m%n"/>

</layout>

</appender>

<appender name="FULLINFO" class="org.apache.log4j.Consol eAppe nder ">

<layout class="org.apache.log4j.Patter nLay out">

<param name="ConversionPattern" value="%d{ABSOLUTE} %-5p [%t] %C{2}:%c{1} (%F:%L) - %m%n"/>

</layout>

</appender>

<category name="org" additivity="false">

<priority value="debug" />

<appender-ref ref="CONSOLE" />

</category>

<category name="com" additivity="false">

<priority value="debug" />

<appender-ref ref="CONSOLE" />

</category>

<!-- Must be last element!! -->

<root>

<priority value ="debug" />

<appender-ref ref="CONSOLE" />

</root>

</log4j:configuration>
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App endix B

Managing login data

As already detailed in the installation sequence, the Aglets platform gen-

erates at installation time t w o iden tities that can b e used for user authen-

tication. Their username/passw ord information is anon ymous/aglets and

aglet_k ey/aglets. Y ou can create a new login (i.e., a new couple user-

name/passw ord) or mo dify the passw ord of an existing username using the

keytool command shipp ed with the Ja v a 2 platform. This c hapter will sho w

a base use of the k eyto ol command, in order to allo w y ou to manage certi�-

cates and logins. F or a b etter description of the k eyto ol capabilities, refer to

the o�cial Ja v a do cumen tation.

T o manage information stored in the k eystore y ou need to kno w the

k eystore passw ord, it will b e ask ed for eac h op eration. The k eystore passw ord

protects the whole certi�cate database, and should not b e confused with the

user's passw ord, required to access a single certi�cate. F urthermore, it is not

a go o d idea to ha v e the k eystore passw ord iden tical to a certi�cate passw ord.

B.1 Creating a new accoun t

T o create a new accoun t (i.e., a username/passw ord) start the keytool com-

mand sp ecifying the new username. T o k eep it simple, consider the creation

of an accoun t with myA glet as username and buzzle as passw ord. Here there

is the �rst step of the creation:

luca@linux:/java/aglets/bin> keytool -genkey -alias myAglet

Enter keystore password: aglets

The command asks the k eystore passw ord, that for the default Aglets k ey-

store (i.e., the k eystore installed b y An t) is aglets . Please note that the

k eystore passw ord is ec ho ed as plain text on the terminal, and this means

y ou should manage the k eystore a w a y from other p eople's ey es.

Once y ou ha v e en tered the correct k eystore passw ord, the command will

ask for a few pieces of information, suc h as name, departmen t, and so on. All
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that information are required to generate a certi�cate that iden ti�es the user;

that certi�cate will b e stored in the k eystore. The follo wing is an example

set of v alues:

What is your first and last name?

[Unknown]: Luca Ferrari

What is the name of your organizational unit?

[Unknown]: AgentGroup

What is the name of your organization?

[Unknown]: University of Modena and Reggio Emilia

What is the name of your City or Locality?

[Unknown]: Modena

What is the name of your State or Province?

[Unknown]: Italy

What is the two-letter country code for this unit?

[Unknown]: it

Is CN=Luca Ferrari, OU=AgentGroup, O=University of

Modena and Reggio Emilia, L=Modena, ST=Italy, C=it

correct?

[no]: yes

Finally , k eyto ol will ask y ou the passw ord to use for the ab o v e new username.

Be c ar eful when typing the p asswor d, sinc e it wil l b e aske d onc e (not twic e as

many p asswor d pr o gr ams do) and wil l b e e cho e d as plain text on the terminal.

Enter key password for <myAglet>

(RETURN if same as keystore password): buzzle

luca@linux:/java/aglets/bin>

When the k eyto ol program �nishes, the command prompt is displa y ed. No w

y ou can use the new couple of username and passw ord to login in the Aglets

platform.

B.2 Changing the passw ord of an existing accoun t

T o c hange the passw ord of an existing username, use the keypasswd option

of the k eyto ol command. Supp ose that y ou w an t to c hange the passw ord of

the username myA glet , the follo wing is what y ou ha v e to do:

luca@linux:/java/aglets/bin> keytool -keypasswd -alias myAglet

Enter keystore password: aglets

First the command will ask y ou the passw ord of the whole k eystore, for the

default installation it is aglets . After that, the old passw ord is required:

Enter key password for <myAglet>buzzle
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Finally , the new passw ord is required. Please note that, ev en if here the

passw ord is ask ed t wice to catc h t yping errors, the passw ord v alue is also

prin ted on the screen, and this requires that nob o dy is w atc hing �o v er y our

shoulder�.

New key password for <myAglet>: buzzle2

Re-enter new key password for <myAglet>: buzzle2

luca@linux:/java/aglets/bin>

No w y ou ha v e c hanged the passw ord of the sp eci�ed username, and can use

the new passw ord to login in the Aglets platform.

B.3 Deleting an accoun t

If y ou w an t to delete a whole accoun t, y ou can use the delete option of the

k eyto ol command. F or example, if y ou w an t to delete the myA glet accoun t,

do the follo wing:

luca@linux:/java/aglets/bin> keytool -delete -alias myAglet

Enter keystore password: aglets

luca@linux:/java/aglets/bin>

\end{center}

Be a w are of what y ou are doing, since the command is v ery silen t! As y ou can

see, only the k eystore passw ord is required, after that the deletion happ ens

without asking an y user con�rmation.

B.4 Listing the con ten t of the k eystore

T o view whic h certi�cates are handled b y the curren t k eystore, simply do:

keytool -list

Enter keystore password: aglets

that will prin t something lik e the follo wing:

Keystore type: jks

Keystore provider: SUN

Your keystore contains 2 entries

anonymous, Sep 6, 2004, keyEntry,

Certificate fingerprint (MD5):

78:13:74:36:92:F 4: 51: 04 :5 6:3 6: BB :41 :C C:3 E: 96 :94

aglet_key, Sep 6, 2004, keyEntry,

Certificate fingerprint (MD5):

B6:8D:E5:6E:42:1 9: 2F: AB :2 0:2 5: 12 :32 :9 9:8 B: 77 :09
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The output ab o v e sho ws that only t w o certi�cates are presen t in m y curren t

k eystore, and that the username to access those certi�cates are anonymous

and aglet_key . The ab o v e certi�cates are created b y the An t installation.

B.5 User's Con�guration Files

Aglets stores, for eac h users, a few con�guration �les in the user's home direc-

tory . In particular, Aglets will create a directory called .aglets , con taining

a few sub directories as sho wn b elo w:

� cache it will b e used b y a running platform to cac he information ab out

agen ts, and agen ts themselv es (for example when they will b e deacti-

v ated).

� security it con tains a p olicy �le and the secrets created with T ahiti.

� spool con tains a directory for eac h com bination host/p ort the platform

has b een b ound to. In eac h directory , a few �les used b y the run-time

system (suc h as platform prop erties) are stored.

� users con tains a directory for eac h user (k eystore alias) who has started

T ahiti. Eac h directory stores preferences of the user, suc h as the T ahiti

windo w size, agen t lists, etc.
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App endix C

The IBM Public License -

v ersion 1.0

THE A CCOMP ANYING PR OGRAM IS PR O VIDED UNDER THE TERMS

OF THIS IBM PUBLIC LICENSE ("A GREEMENT"). ANY USE, RE-

PR ODUCTION OR DISTRIBUTION OF THE PR OGRAM CONSTITUTES

RECIPIENT'S A CCEPT ANCE OF THIS A GREEMENT.

DEFINITIONS

"Con tribution" means:

1. in the case of In ternational Business Mac hines Corp oration ("IBM"),

the Original Program, and 2. in the case of eac h Con tributor, 1. c hanges to

the Program, and 2. additions to the Program; where suc h c hanges and/or

additions to the Program originate from and are distributed b y that partic-

ular Con tributor. A Con tribution 'originates' from a Con tributor if it w as

added to the Program b y suc h Con tributor itself or an y one acting on suc h

Con tributor's b ehalf. Con tributions do not include additions to the Program

whic h: (i) are separate mo dules of soft w are distributed in conjunction with

the Program under their o wn license agreemen t, and (ii) are not deriv ativ e

w orks of the Program.

"Con tributor" means IBM and an y other en tit y that distributes the Pro-

gram.

"Licensed P aten ts " mean paten t claims licensable b y a Con tributor

whic h are necessarily infringed b y the use or sale of its Con tribution alone

or when com bined with the Program.

"Original Program" means the original v ersion of the soft w are accompa-

n ying this Agreemen t as released b y IBM, including source co de, ob ject co de

and do cumen tation, if an y .

"Program" means the Original Program and Con tributions.
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"Recipien t" means an y one who receiv es the Program under this Agree-

men t, including all Con tributors.

GRANT OF RIGHTS

1. Sub ject to the terms of this Agreemen t, eac h Con tributor hereb y gran ts

Recipien t a non-exclusiv e, w orldwide, ro y alt y-free cop yrigh t license to re-

pro duce, prepare deriv ativ e w orks of, publicly displa y , publicly p erform, dis-

tribute and sublicense the Con tribution of suc h Con tributor, if an y , and suc h

deriv ativ e w orks, in source co de and ob ject co de form. 2. Sub ject to the

terms of this Agreemen t, eac h Con tributor hereb y gran ts Recipien t a non-

exclusiv e, w orldwide, ro y alt y-free paten t license under Licensed P aten ts to

mak e, use, sell, o�er to sell, imp ort and otherwise transfer the Con tribution

of suc h Con tributor, if an y , in source co de and ob ject co de form. This paten t

license shall apply to the com bination of the Con tribution and the Program

if, at the time the Con tribution is added b y the Con tributor, suc h addition

of the Con tribution causes suc h com bination to b e co v ered b y the Licensed

P aten ts. The paten t license shall not apply to an y other com binations whic h

include the Con tribution. No hardw are p er se is licensed hereunder. 3. Re-

cipien t understands that although eac h Con tributor gran ts the licenses to

its Con tributions set forth herein, no assurances are pro vided b y an y Con-

tributor that the Program do es not infringe the paten t or other in tellectual

prop ert y righ ts of an y other en tit y . Eac h Con tributor disclaims an y liabilit y

to Recipien t for claims brough t b y an y other en tit y based on infringemen t

of in tellectual prop ert y righ ts or otherwise. As a condition to exercising the

righ ts and licenses gran ted hereunder, eac h Recipien t hereb y assumes sole

resp onsibilit y to secure an y other in tellectual prop ert y righ ts needed, if an y .

F or example, if a third part y paten t license is required to allo w Recipien t to

distribute the Program, it is Recipien t's resp onsibilit y to acquire that license

b efore distributing the Program. 4. Eac h Con tributor represen ts that to its

kno wledge it has su�cien t cop yrigh t righ ts in its Con tribution, if an y , to

gran t the cop yrigh t license set forth in this Agreemen t.

REQUIREMENTS

A Con tributor ma y c ho ose to distribute the Program in ob ject co de form

under its o wn license agreemen t, pro vided that:

1. it complies with the terms and conditions of this Agreemen t; and 2.

its license agreemen t: 1. e�ectiv ely disclaims on b ehalf of all Con tributors

all w arran ties and conditions, express and implied, including w arran ties or

conditions of title and non-infringemen t, and implied w arran ties or condi-

tions of merc han tabilit y and �tness for a particular purp ose; 2. e�ectiv ely

excludes on b ehalf of all Con tributors all liabilit y for damages, including
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direct, indirect, sp ecial, inciden tal and consequen tial damages, suc h as lost

pro�ts; 3. states that an y pro visions whic h di�er from this Agreemen t are

o�ered b y that Con tributor alone and not b y an y other part y; and 4. states

that source co de for the Program is a v ailable from suc h Con tributor, and

informs licensees ho w to obtain it in a reasonable manner on or through a

medium customarily used for soft w are exc hange.

When the Program is made a v ailable in source co de form:

1. it m ust b e made a v ailable under this Agreemen t; and 2. a cop y of this

Agreemen t m ust b e included with eac h cop y of the Program.

Eac h Con tributor m ust include the follo wing in a conspicuous lo cation

in the Program:

Cop yrigh t (C) 1996, 1999 In ternational Business Mac hines Corp oration

and others. All Righ ts Reserv ed.

In addition, eac h Con tributor m ust iden tify itself as the originator of its

Con tribution, if an y , in a manner that reasonably allo ws subsequen t Recipi-

en ts to iden tify the originator of the Con tribution.

COMMER CIAL DISTRIBUTION

Commercial distributors of soft w are ma y accept certain resp onsibilities with

resp ect to end users, business partners and the lik e. While this license is

in tended to facilitate the commercial use of the Program, the Con tributor

who includes the Program in a commercial pro duct o�ering should do so in

a manner whic h do es not create p oten tial liabilit y for other Con tributors.

Therefore, if a Con tributor includes the Program in a commercial pro duct

o�ering, suc h Con tributor ("Commercial Con tributor") hereb y agrees to de-

fend and indemnify ev ery other Con tributor ("Indemni�ed Con tributor")

against an y losses, damages and costs (collectiv ely "Losses") arising from

claims, la wsuits and other legal actions brough t b y a third part y against

the Indemni�ed Con tributor to the exten t caused b y the acts or omissions

of suc h Commercial Con tributor in connection with its distribution of the

Program in a commercial pro duct o�ering. The obligations in this section do

not apply to an y claims or Losses relating to an y actual or alleged in tellec-

tual prop ert y infringemen t. In order to qualify , an Indemni�ed Con tributor

m ust: a) promptly notify the Commercial Con tributor in writing of suc h

claim, and b) allo w the Commercial Con tributor to con trol, and co op erate

with the Commercial Con tributor in, the defense and an y related settlemen t

negotiations. The Indemni�ed Con tributor ma y participate in an y suc h claim

at its o wn exp ense.

F or example, a Con tributor migh t include the Program in a commercial

pro duct o�ering, Pro duct X. That Con tributor is then a Commercial Con-

tributor. If that Commercial Con tributor then mak es p erformance claims,

or o�ers w arran ties related to Pro duct X, those p erformance claims and w ar-
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ran ties are suc h Commercial Con tributor's resp onsibilit y alone. Under this

section, the Commercial Con tributor w ould ha v e to defend claims against

the other Con tributors related to those p erformance claims and w arran ties,

and if a court requires an y other Con tributor to pa y an y damages as a result,

the Commercial Con tributor m ust pa y those damages.

NO W ARRANTY

EX CEPT AS EXPRESSL Y SET F OR TH IN THIS A GREEMENT, THE

PR OGRAM IS PR O VIDED ON AN "AS IS" BASIS, WITHOUT W AR-

RANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IM-

PLIED INCLUDING, WITHOUT LIMIT A TION, ANY W ARRANTIES OR

CONDITIONS OF TITLE, NON-INFRINGEMENT, MER CHANT ABIL-

ITY OR FITNESS F OR A P AR TICULAR PURPOSE. Eac h Recipien t is

solely resp onsible for determining the appropriateness of using and distribut-

ing the Program and assumes all risks asso ciated with its exercise of righ ts

under this Agreemen t, including but not limited to the risks and costs of

program errors, compliance with applicable la ws, damage to or loss of data,

programs or equipmen t, and una v ailabilit y or in terruption of op erations.

DISCLAIMER OF LIABILITY

EX CEPT AS EXPRESSL Y SET F OR TH IN THIS A GREEMENT, NEI-

THER RECIPIENT NOR ANY CONTRIBUTORS SHALL HA VE ANY

LIABILITY F OR ANY DIRECT, INDIRECT, INCIDENT AL, SPECIAL,

EXEMPLAR Y, OR CONSEQUENTIAL D AMA GES (INCLUDING WITH-

OUT LIMIT A TION LOST PR OFITS), HO WEVER CA USED AND ON

ANY THEOR Y OF LIABILITY, WHETHER IN CONTRA CT, STRICT

LIABILITY, OR TOR T (INCLUDING NEGLIGENCE OR OTHER WISE)

ARISING IN ANY W A Y OUT OF THE USE OR DISTRIBUTION OF

THE PR OGRAM OR THE EXER CISE OF ANY RIGHTS GRANTED

HEREUNDER, EVEN IF AD VISED OF THE POSSIBILITY OF SUCH

D AMA GES.

GENERAL

If an y pro vision of this Agreemen t is in v alid or unenforceable under appli-

cable la w, it shall not a�ect the v alidit y or enforceabilit y of the remainder

of the terms of this Agreemen t, and without further action b y the parties

hereto, suc h pro vision shall b e reformed to the minim um exten t necessary to

mak e suc h pro vision v alid and enforceable.

If Recipien t institutes paten t litigation against a Con tributor with resp ect

to a paten t applicable to soft w are (including a cross-claim or coun terclaim in
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a la wsuit), then an y paten t licenses gran ted b y that Con tributor to suc h Re-

cipien t under this Agreemen t shall terminate as of the date suc h litigation is

�led. In addition, if Recipien t institutes paten t litigation against an y en tit y

(including a cross-claim or coun terclaim in a la wsuit) alleging that the Pro-

gram itself (excluding com binations of the Program with other soft w are or

hardw are) infringes suc h Recipien t's paten t(s), then suc h Recipien t's righ ts

gran ted under Section 2(b) shall terminate as of the date suc h litigation is

�led.

All Recipien t's righ ts under this Agreemen t shall terminate if it fails to

comply with an y of the material terms or conditions of this Agreemen t and

do es not cure suc h failure in a reasonable p erio d of time after b ecoming

a w are of suc h noncompliance. If all Recipien t's righ ts under this Agreemen t

terminate, Recipien t agrees to cease use and distribution of the Program as

so on as reasonably practicable. Ho w ev er, Recipien t's obligations under this

Agreemen t and an y licenses gran ted b y Recipien t relating to the Program

shall con tin ue and surviv e.

IBM ma y publish new v ersions (including revisions) of this Agreemen t

from time to time. Eac h new v ersion of the Agreemen t will b e giv en a dis-

tinguishing v ersion n um b er. The Program (including Con tributions) ma y

alw a ys b e distributed sub ject to the v ersion of the Agreemen t under whic h

it w as receiv ed. In addition, after a new v ersion of the Agreemen t is pub-

lished, Con tributor ma y elect to distribute the Program (including its Con-

tributions) under the new v ersion. No one other than IBM has the righ t to

mo dify this Agreemen t. Except as expressly stated in Sections 2(a) and 2(b)

ab o v e, Recipien t receiv es no righ ts or licenses to the in tellectual prop ert y of

an y Con tributor under this Agreemen t, whether expressly , b y implication,

estopp el or otherwise. All righ ts in the Program not expressly gran ted under

this Agreemen t are reserv ed.

This Agreemen t is go v erned b y the la ws of the State of New Y ork and

the in tellectual prop ert y la ws of the United States of America. No part y to

this Agreemen t will bring a legal action under this Agreemen t more than one

y ear after the cause of action arose. Eac h part y w aiv es its righ ts to a jury

trial in an y resulting litigation.
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